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Threat Modeling

Threat modeling is an extremely effective way to identify threats early in the development process. For more information, see the MSDN threat modeling center: http://msdn.microsoft.com/security/securecode/threatmodeling/

Process

1. Identify assets. You should know what you’re protecting.

2. Create an architecture overview

· Identify what an application does (e.g. use cases)

· Diagram the architecture & technologies.

3. Decompose the application

· Identify trust boundaries, data flow, entry points.

· Document security profile

4. Identify the threats

· STRIDE to categorize threats.

· Attack trees and attack patterns.

5. Document the threats.

6. Rate the threats (DREAD)
STRIDE

Identify and classify threats to a system.

· Spoofing user identity: passing as another user or server.

· Tampering with data: malicious modification of data.

· Repudiation: deny having performed an action, with no way to prove otherwise.

· Information disclosure: to people who should not have access to it.

· Denial of service: to valid users.

· Elevation of privilege: unprivileged users gaining privileged access.

Sample Threat Description

	Threat Description
	Attacker obtains user’s password

	Threat Target
	User authentication process.

	Threat Category
	I, S, E

	Risk
	

	Attack Techniques
	Network sniffing, SQL injection, social engineering, brute force password cracking, keyboard monitor.

	Countermeasures
	SSL/TLS, input validation, prepared statements, strong password policy, account lockout, user training, physical security.

	Comments
	


DREAD

Rate each of the threats.

· Damage potential: how great is the damage if the vulnerability is exploited?

· Reproducibility: how easy is it to reproduce the attack?

· Exploitability: how easy is it to launch an attack?

· Affected users: how many users are affected?

· Discoverability: how easy is it to find the vulnerability?

Threat Rating

	
	Rating
	High (3)
	Medium (2)
	Low (1)

	D
	Damage potential
	The attacker can subvert the security system; get full trust authorization; run as administrator; upload content.
	Leaking sensitive information
	Leaking trivial information

	R
	Reproducibility
	The attack can be reproduced every time and does not require a timing window.
	The attack can be reproduced, but only with a timing window and a particular race situation.
	The attack is very difficult to reproduce, even with knowledge of the security hole.

	E
	Exploitability
	A novice programmer could make the attack in a short time.
	A skilled programmer could make the attack, then repeat the steps.
	The attack requires an extremely skilled person and in-depth knowledge every time to exploit.

	A
	Affected users
	All users, default configuration, key customers
	Some users, non-default configuration
	Very small percentage of users, obscure feature; affects anonymous users

	D
	Discoverability
	Published information explains the attack. The vulnerability is found in the most commonly used feature and is very noticeable.
	The vulnerability is in a seldom-used part of the product, and only a few users should come across it. It would take some thinking to see malicious use.
	The bug is obscure, and it is unlikely that users will work out damage potential.


Source: Improving Web Application Security: Threats and Countermeasures, (2003) p.64 (Table 3.6)
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