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Testing Checklists

· OWASP Web Application Penetration Testing Checklist
http://www.owasp.org/documentation/testing/application.html


· Checklists in Improving Web Application Security: Threats and Countermeasures
http://msdn.microsoft.com/library/en-us/dnnetsec/html/ThreatCounter.asp

Tools Mentioned

· Nikto - http://www.cirt.net/code/nikto.shtml

· Nessus - http://www.nessus.org/

· LiveHTTPHeaders - http://livehttpheaders.mozdev.org/

· Fiddler - http://www.fiddlertool.com/

· WebScarab - http://www.owasp.org/software/webscarab.html

· JMeter - http://jakarta.apache.org/jmeter/

· FxCop - http://www.gotdotnet.com/team/fxcop/

· Threat Modeling Tool - http://tinyurl.com/6hl3r
http://www.microsoft.com/downloads/details.aspx?familyid=62830f95-0e61-4f87-88a6-e7c663444ac1&displaylang=en

· UrlScan - http://www.microsoft.com/technet/security/tools/urlscan.mspx

· mod_security – http://www.modsecurity.org/
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