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&RS\ULJKW���������7KH�2SHQ�:HE�$SSOLFDWLRQ�6HFXULW\�3URMHFW��2:$63���$OO�5LJKWV�5HVHUYHG��

3HUPLVVLRQ�LV�JUDQWHG�WR�FRS\��GLVWULEXWH�DQG�RU�PRGLI\�WKLV�GRFXPHQW�SURYLGHG�

WKDW�WKLV�FRS\ULJKW�QRWLFH�DQG�DWWULEXWLRQ�WR�2:$63�LV�UHWDLQHG��
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&RPPHQWDU\�
�

�
�³:LWK�QHZ�YXOQHUDELOLWLHV�DQQRXQFHG�DOPRVW�ZHHNO\��PDQ\�EXVLQHVVHV�PD\�IHHO�RYHUZKHOPHG�WU\LQJ�WR�NHHS�FXUUHQW���
%XW�WKHUH�LV�KHOS�LQ�WKH�IRUP�RI�FRQVHQVXV�OLVWV�RI�YXOQHUDELOLWLHV�DQG�GHIHQVHV��
�
�7KH�2SHQ�:HE�$SSOLFDWLRQ�6HFXULW\�3URMHFW�KDV�SURGXFHG�D�VLPLODU�OLVW�RI�WKH����PRVW�FULWLFDO�:HE�DSSOLFDWLRQ�DQG�
GDWDEDVHV�VHFXULW\�YXOQHUDELOLWLHV�DQG�WKH�PRVW�HIIHFWLYH�ZD\V�WR�DGGUHVV�WKHP���$SSOLFDWLRQ�YXOQHUDELOLWLHV�DUH�RIWHQ�
QHJOHFWHG��EXW�WKH\�DUH�DV�LPSRUWDQW�WR�GHDO�ZLWK�DV�QHWZRUN�LVVXHV���,I�HYHU\�FRPSDQ\�HOLPLQDWHG�WKHVH�FRPPRQ�
YXOQHUDELOLWLHV��WKHLU�ZRUN�ZRXOGQ
W�EH�GRQH��EXW�WKH\��DQG�WKH�,QWHUQHW��ZRXOG�EH�VLJQLILFDQWO\�VDIHU���

�� -��+RZDUG�%HDOHV��,,,��'LUHFWRU�RI�WKH�)HGHUDO�7UDGH�&RPPLVVLRQ
V�%XUHDX�RI�&RQVXPHU�3URWHFWLRQ��
EHIRUH�WKH�,QIRUPDWLRQ�7HFKQRORJ\�$VVRFLDWLRQ�RI�$PHULFD
V�,QWHUQHW�3ROLF\�&RPPLWWHH��

)ULGD\��'HFHPEHU����������

�

³0LVFRQILJXUDWLRQ��LQDWWHQWLRQ��DQG�IODZHG�VRIWZDUH�FDQ�VSHOO�GLVDVWHU�RQ�WKH�,QWHUQHW���2QH�RI�WKH�SULPDU\�DUHDV�RI�
YXOQHUDELOLW\�LV�WKURXJK�:::�FRQQHFWLRQV����%\�GHVLJQ��:::�VHUYLFHV�DUH�LQWHQGHG�WR�EH�RSHQ�DQG�DFFHSWLQJ��DQG�
XVXDOO\�DFW�DV�DQ�LQWHUIDFH�WR�YDOXDEOH�UHVRXUFHV����$V�VXFK��LW�LV�FULWLFDO�WKDW�WKHVH�VHUYLFHV�EH�VHFXUHG��%XW�ZLWK�
KXQGUHGV�RI�SRWHQWLDO�YXOQHUDELOLWLHV�LW�FDQ�EH�RYHUO\�GDXQWLQJ�WR�GHFLGH�ZKHUH�WR�VWDUW�DSSO\LQJ�GHIHQVLYH�PHDVXUHV�����
7KH�2:$63�7RS����SURYLGHV�D�FRQVHQVXV�YLHZ�RI�WKH�PRVW�VLJQLILFDQW�DQG�OLNHO\�YXOQHUDELOLWLHV�LQ�FXVWRP�:::�
DSSOLFDWLRQV��2UJDQL]DWLRQV�VKRXOG�XVH�LW�WR�IRFXV�WKHLU�HIIRUWV��JLYLQJ�WKHP�FRQILGHQFH�WKH\�DUH�DGGUHVVLQJ�WKRVH�
DUHDV�WKDW�ZLOO�KDYH�WKH�PRVW�LPSDFW�RQ�VHFXULQJ�WKHLU�DSSOLFDWLRQV�´�

�� (XJHQH�+��6SDIIRUG��3URIHVVRU�RI�&RPSXWHU�6FLHQFHV��3XUGXH�8QLYHUVLW\�DQG�([HFXWLYH�'LUHFWRU�RI�WKH�
3XUGXH�8QLYHUVLW\�&HQWHU�IRU�(GXFDWLRQ�DQG�5HVHDUFK�LQ�,QIRUPDWLRQ�$VVXUDQFH�DQG�6HFXULW\��&(5,$6��

�

�
�³7KLV�µ7HQ�0RVW�:DQWLQJ¶�/LVW�DFXWHO\�VFUDWFKHV�DW�WKH�WLS�RI�DQ�HQRUPRXV�LFHEHUJ��7KH�XQGHUO\LQJ�UHDOLW\�LV�
VKDPHIXO��PRVW�V\VWHP�DQG�:HE�DSSOLFDWLRQ�VRIWZDUH�LV�ZULWWHQ�REOLYLRXV�WR�VHFXULW\�SULQFLSOHV��VRIWZDUH�HQJLQHHULQJ��
RSHUDWLRQDO�LPSOLFDWLRQV��DQG�LQGHHG�FRPPRQ�VHQVH�´�

�� 'U��3HWHU�*��1HXPDQQ��3ULQFLSDO�6FLHQWLVW��65,�,QWHUQDWLRQDO�&RPSXWHU�6FLHQFH�/DE��
0RGHUDWRU�RI�WKH�$&0�5LVNV�)RUXP��$XWKRU�RI�³&RPSXWHU�5HODWHG�5LVNV´�

�

³7KLV�OLVW�LV�DQ�LPSRUWDQW�GHYHORSPHQW�IRU�FRQVXPHUV�DQG�YHQGRUV�DOLNH��,W�ZLOO�HGXFDWH�YHQGRUV�WR�DYRLG�WKH�VDPH�
PLVWDNHV�WKDW�KDYH�EHHQ�UHSHDWHG�FRXQWOHVV�WLPHV�LQ�RWKHU�ZHE�DSSOLFDWLRQV��%XW�LW�DOVR�JLYHV�FRQVXPHUV�D�ZD\�RI�
DVNLQJ�YHQGRUV�WR�IROORZ�D�PLQLPXP�VHW�RI�H[SHFWDWLRQV�IRU�ZHE�DSSOLFDWLRQ�VHFXULW\�DQG��MXVW�DV�LPSRUWDQWO\��WR�LGHQWLI\�
ZKLFK�YHQGRUV�DUH�QRW�OLYLQJ�XS�WR�WKRVH�H[SHFWDWLRQV´�

�� 6WHYHQ�0��&KULVWH\��3ULQFLSDO�,QIRUPDWLRQ�6HFXULW\�(QJLQHHU�DQG�&9(�(GLWRU��0LWUH�

�
�

�³7KH�2:$63�7RS�7HQ�VKLQHV�D�VSRWOLJKW�GLUHFWO\�RQ�RQH�RI�WKH�PRVW�VHULRXV�DQG�RIWHQ�RYHUORRNHG�ULVNV�IDFLQJ�
JRYHUQPHQW�DQG�FRPPHUFLDO�RUJDQL]DWLRQV��7KH�URRW�FDXVH�RI�WKHVH�ULVNV�LV�QRW�IODZHG�VRIWZDUH��EXW�VRIWZDUH�
GHYHORSPHQW�SURFHVVHV�WKDW�SD\�OLWWOH�RU�QR�DWWHQWLRQ�WR�VHFXULW\��7KH�PRVW�HIIHFWLYH�ILUVW�VWHS�WRZDUGV�FUHDWLQJ�D�
VHFXULW\�DZDUH�FXOWXUH�LQ�\RXU�RUJDQL]DWLRQ�LV�LPPHGLDWHO\�DGRSWLQJ�WKH�7RS�7HQ�DV�D�PLQLPXP�VWDQGDUG�IRU�ZHE�
DSSOLFDWLRQ�VHFXULW\�´�

�� -HIIUH\�5��:LOOLDPV��$VSHFW�6HFXULW\�&(2�DQG�2:$63�7RS�7HQ�3URMHFW�/HDGHU�

�

�7KHUH�LV�QR�VLOYHU�EXOOHW�IRU�ZHE�VHFXULW\�GHVSLWH�ZKDW�VRPH�WHFKQRORJ\�FRPSDQLHV�ZRXOG�KDYH�\RX�EHOLHYH��6ROYLQJ�
WKLV�FRPSOH[�DQG�FKDOOHQJLQJ�SUREOHP�LV�DERXW�KDYLQJ�JUHDW�SHRSOH��JUHDW�NQRZOHGJH��JUHDW�HGXFDWLRQ��JUHDW�EXVLQHVV�
SURFHVV�DQG�XVLQJ�JUHDW�WHFKQRORJ\��7KH�2:$63�7RS�7HQ�FUHDWHV�D�SDODWDEOH�ZHOO�RUGHUHG�DQG�ZHOO�WKRXJKW�RXW�OLVW�
IURP�ZKHUH�\RX�FDQ�VWDUW�WR�XQGHUVWDQG�\RXU�VHFXULW\�SRVWXUH��RU�WKDW�RI�\RXU�VHUYLFH�SURYLGHUV��DQG�SODQ�WKH�XVH�RI�
\RXU�YDOXDEOH�UHVRXUFHV�DFFRUGLQJO\���

�� 0DUN�&XUSKH\��)RXQGHU�RI�2:$63�DQG�'LUHFWRU�RI�$SSOLFDWLRQ�6HFXULW\�&RQVXOWLQJ��)RXQGVWRQH�
6WUDWHJLF�6HFXULW\��

�
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�
³)URP�ZHE�SDJHV�WR�EDFN�RIILFH�QXPEHU�FUXQFKLQJ��DOPRVW�DOO�RUJDQL]DWLRQV�DFTXLUH�DSSOLFDWLRQV�FRGH��PDQ\�SHRSOH�
ZULWH�LW��DQG�HYHU\ERG\�XVHV�LW��%XW�IODZV�FRQWLQXH�WR�EH�IRXQG�LQ�DSSOLFDWLRQV��HYHQ�DIWHU�QHDUO\�ILIW\�\HDUV�RI�
SURJUDPPLQJ�H[SHULHQFH��:RUVH��WKH�VDPH�NLQGV�RI�IODZV�DSSHDU�RYHU�DQG�RYHU�DJDLQ��7KLV�IDLOXUH�WR�OHDUQ�IURP�QRW�
RQO\�RXU�PLVWDNHV�EXW�DOVR�WKRVH�RI�RXU�SDUHQWV¶�JHQHUDWLRQ�FUHDWHV�IDU�WRR�PDQ\�YXOQHUDELOLWLHV�IRU�SRWHQWLDO�DWWDFN��,W�LV�
QR�ZRQGHU�WKDW�DWWDFNV�DJDLQVW�DSSOLFDWLRQV�DUH�RQ�WKH�ULVH��
�
,Q�FRPSLOLQJ�WKLV�OLVW�RI�WKH�WHQ�PRVW�FULWLFDO�DSSOLFDWLRQV�FRGH�IODZV��WKH�2:$63�KDV�SHUIRUPHG�D�UHDO�VHUYLFH�WR�
GHYHORSHUV�DQG�XVHUV�DOLNH�E\�IRFXVLQJ�DWWHQWLRQ�RQ�FRPPRQ�ZHDNQHVVHV�DQG�ZKDW�FDQ�EH�GRQH�DERXW�WKHP��1RZ�LW�
LV�XS�WR�VRIWZDUH�GHYHORSPHQW�RUJDQL]DWLRQV��SURJUDPPHUV��DQG�XVHUV�WR�DSSO\�WKH�WKRXJKWIXO�JXLGDQFH�SUHVHQWHG�
KHUH�´�

�� 'U��&KDUOHV�3��3IOHHJHU��&,663��0DVWHU�6HFXULW\�$UFKLWHFW��&DEOH�	�:LUHOHVV��
$XWKRU�RI�³6HFXULW\�LQ�&RPSXWLQJ´�

�

³7KH�QHZ�52,�LV�VHFXULW\��&RPSDQLHV�PXVW�EH�DEOH�WR�SURYLGH�WUXVWHG�ZHE�DSSOLFDWLRQV�DQG�ZHE�VHUYLFHV�WR�WKHLU�
WUDGLQJ�SDUWQHUV��ZKR�DUH�UHTXLULQJ�ERWK�VHFXUH�WHFKQRORJ\�DQG�WUDGLWLRQDO�LQGLFLD�RI�ILQDQFLDO�VHFXULW\��VXFK�DV�
LQVXUDQFH��,W�GRHVQ
W�VWRS�WKHUH�WKRXJK��EDG�VHFXULW\�SODFHV�D�FRPSDQLHV
�GDWD�DQG�DSSOLFDWLRQV�DW�ULVN�DQG�KHQFH�LWV�
YLDELOLW\�DV�D�FRPPHUFLDO�HQWLW\��'LVDSSRLQWLQJ�\RXU�FXVWRPHUV�LV�RQH�WKLQJ��WU\LQJ�WR�FRPH�EDFN�IURP�WKH�ORVV�RU�
FRUUXSWLRQ�RI�\RXU�RZQ�V\VWHPV�LV�TXLWH�DQRWKHU�´�

�� 5REHUW�$��3DULVL��-U���6HQLRU�93�DQG�&KLHI�8QGHUZULWLQJ�2IILFHU��$,*�H%XVLQHVV�5LVN�6ROXWLRQV�

�

�³:HE�GHYHORSHUV�QHHG�WR�NQRZ�WKDW�WKH�GHJUHH�WR�ZKLFK�EXVLQHVV�DSSOLFDWLRQV�DQG�FXVWRPHU�GDWD�DUH�SURWHFWHG�IURP�
WKH�KRVWLOH�,QWHUQHW�LV�GLUHFWO\�GHWHUPLQHG�E\�KRZ�VHFXUHO\�WKH\
YH�ZULWWHQ�WKHLU�FRGH��7KH�2:$63�7RS�7HQ�OLVW�LV�D�
JUHDW�ZD\�WR�XQGHUVWDQG�KRZ�WR�FRGH�GHIHQVLYHO\�DQG�DYRLG�WKH�VHFXULW\�SLWIDOOV�WKDW�SODJXH�:HE�DSSOLFDWLRQV�´�

�� &KULV�:\VRSDO��'LUHFWRU�RI�5HVHDUFK�	�'HYHORSPHQW��#VWDNH��,QF��

�

³7KH�KHDOWKFDUH�LQGXVWU\�KDV�D�FULWLFDO�QHHG�WR�SURYLGH�VHFXUH�ZHE�DSSOLFDWLRQV�WKDW�SURWHFW�XVHUV
�SULYDF\��7KH�
2:$63�7RS�7HQ�ZLOO�KHOS�KHDOWKFDUH�RUJDQL]DWLRQV�HYDOXDWH�WKH�VHFXULW\�RI�ZHE�DSSOLFDWLRQ�SURGXFWV�DQG�VROXWLRQV��
$Q\�KHDOWKFDUH�RUJDQL]DWLRQV�XVLQJ�DSSOLFDWLRQV�WKDW�FRQWDLQ�WKHVH�IODZV�PD\�KDYH�GLIILFXOW\�FRPSO\LQJ�ZLWK�WKH�
+,3$$�UHJXODWLRQV�´�

�� /LVD�*DOODJKHU��6HQLRU�93��,QIRUPDWLRQ�DQG�7HFKQRORJ\�$FFUHGLWDWLRQV��85$&�

�

�$V�PRUH�DQG�PRUH�FRPSDQLHV�WXUQ�WR�RIIVKRUH�RXWVRXUFLQJ�IRU�:HE�DSSOLFDWLRQ�GHYHORSPHQW��VHFXUH�FRGLQJ�
HQIRUFHPHQW�PXVW�MXPS�WR�WKH�WRS�RI�WKH�H[HFXWLYH�SULRULW\�OLVW���7KH�2:$63�7RS�7HQ�3URMHFW�DFFXUDWHO\�DUWLFXODWHV�
WKH�WRS�DSSOLFDWLRQ�YXOQHUDELOLWLHV��SURYLGLQJ�&�OHYHO�H[HFXWLYHV�D�JROGPLQH�RI�LQIRUPDWLRQ�XVHIXO�LQ�VHWWLQJ�VHFXULW\�
SROLF\�JXLGHOLQHV�IRU�:HE�DSSOLFDWLRQV���

�� 6WXDUW�0F&OXUH��3UHVLGHQW�DQG�&72�RI�)RXQGVWRQH�,QF��

�
�

³$SSOLFDWLRQ�VHFXULW\�FRQVLGHUDWLRQV�DUH�RIWHQ�WUHDWHG�DV�WKH�GRPDLQ�RI�VSHFLDOLVWV��WR�EH�DSSOLHG�DIWHU�FRGLQJ�LV�GRQH�
DQG�DOO�RWKHU�EXVLQHVV�UHTXLUHPHQWV�DUH�VDWLVILHG���$W�2UDFOH�ZH�KDYH�IRXQG�WKDW�WKH�WDVN�RI�VHFXULQJ�DSSOLFDWLRQV�LV�
PRVW�OLNHO\�WR�VXFFHHG�LI�VHFXULW\�LV�EXLOW�LQ�IURP�WKH�VWDUW����'HYHORSHUV�PXVW�KDYH�D�EDVLF�XQGHUVWDQGLQJ�RI�VHFXULW\�
YXOQHUDELOLWLHV�DQG�KRZ�WR�DYRLG�WKHP��DQG�UHOHDVH�PDQDJHUV�PXVW�H[SOLFLWO\�FKHFN�WKDW�VHFXULW\�UHTXLUHPHQWV�KDYH�
EHHQ�VDWLVILHG�EHIRUH�SURGXFW�FDQ�VKLS���7KH�2:$63�7RS�7HQ�/LVW�LV�DQ�H[FHOOHQW�VWDUWLQJ�SRLQW�IRU�FRPSDQLHV�WR�EXLOG�
VHFXULW\�DZDUHQHVV�DPRQJ�WKHLU�GHYHORSHUV��DQG�WR�SUHSDUH�VHFXULW\�FULWHULD�IRU�DSSOLFDWLRQ�GHSOR\PHQW�´�

�� -RKQ�+HLPDQQ��'LUHFWRU�RI�6HFXULW\�DW�2UDFOH�&RUS��

�

³0DQ\�SHRSOH�KDYH�VHHQ�WRS�WHQ�OLVWV�GHWDLOLQJ�WKH��ELJJHVW�QHWZRUN�VHFXULW\�ULVNV����7KRVH�OLVWV�RQO\�SRLQW�RXW�IODZV�LQ�
WKLUG�SDUW\�VRIWZDUH�WKDW�\RX�PD\�RU�PD\�QRW�EH�UXQQLQJ�RQ�\RXU�QHWZRUN���$SSO\LQJ�WKH�LQIRUPDWLRQ�LQ�WKLV�OLVW�ZLOO�NHHS�
WKH�VRIWZDUH�\RX�GHYHORS�RII�WKRVH�RWKHU�OLVWV�´�

�� -RKQ�9LHJD��&KLHI�6FLHQWLVW��6HFXUH�6RIWZDUH�,QF���FR�DXWKRU�RI�³%XLOGLQJ�6HFXUH�6RIWZDUH´�

�
�
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7DEOH�RI�&RQWHQWV�
�

�

,QWURGXFWLRQ������������������������������������������������������������������������������������������������������������������������������������������������������������������������������������

%DFNJURXQG �����������������������������������������������������������������������������������������������������������������������������������������������������������������������������������

:KDW¶V�1HZ" ���������������������������������������������������������������������������������������������������������������������������������������������������������������������������������

7KH�7RS�7HQ�/LVW ���������������������������������������������������������������������������������������������������������������������������������������������������������������������������

$�� 8QYDOLGDWHG�,QSXW�������������������������������������������������������������������������������������������������������������������������������������������������������������������

$�� %URNHQ�$FFHVV�&RQWURO ����������������������������������������������������������������������������������������������������������������������������������������������������������

$�� %URNHQ�$XWKHQWLFDWLRQ�DQG�6HVVLRQ�0DQDJHPHQW����������������������������������������������������������������������������������������������������������������

$�� &URVV�6LWH�6FULSWLQJ��;66��)ODZV�����������������������������������������������������������������������������������������������������������������������������������������

$�� %XIIHU�2YHUIORZV �������������������������������������������������������������������������������������������������������������������������������������������������������������������

$�� ,QMHFWLRQ�)ODZV ����������������������������������������������������������������������������������������������������������������������������������������������������������������������

$�� ,PSURSHU�(UURU�+DQGOLQJ �������������������������������������������������������������������������������������������������������������������������������������������������������

$�� ,QVHFXUH�6WRUDJH�������������������������������������������������������������������������������������������������������������������������������������������������������������������

$�� 'HQLDO�RI�6HUYLFH�������������������������������������������������������������������������������������������������������������������������������������������������������������������

$���,QVHFXUH�&RQILJXUDWLRQ�0DQDJHPHQW �����������������������������������������������������������������������������������������������������������������������������������

&RQFOXVLRQV ����������������������������������������������������������������������������������������������������������������������������������������������������������������������������������

�
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,QWURGXFWLRQ�

7KH�2SHQ�:HE�$SSOLFDWLRQ�6HFXULW\�3URMHFW��2:$63��LV�GHGLFDWHG�WR�KHOSLQJ�RUJDQL]DWLRQV�XQGHUVWDQG�DQG�LPSURYH�WKH�
VHFXULW\�RI�WKHLU�ZHE�DSSOLFDWLRQV�DQG�ZHE�VHUYLFHV��7KLV�OLVW�ZDV�FUHDWHG�WR�IRFXV�FRUSRUDWLRQV�DQG�JRYHUQPHQW�DJHQFLHV�RQ�
WKH�PRVW�VHULRXV�RI�WKHVH�YXOQHUDELOLWLHV��:HE�DSSOLFDWLRQ�VHFXULW\�KDV�EHFRPH�D�KRW�WRSLF�DV�FRPSDQLHV�UDFH�WR�PDNH�
FRQWHQW�DQG�VHUYLFHV�DFFHVVLEOH�WKRXJK�WKH�ZHE���$W�WKH�VDPH�WLPH��KDFNHUV�DUH�WXUQLQJ�WKHLU�DWWHQWLRQ�WR�WKH�FRPPRQ�
ZHDNQHVVHV�FUHDWHG�E\�DSSOLFDWLRQ�GHYHORSHUV��

:KHQ�DQ�RUJDQL]DWLRQ�SXWV�XS�D�ZHE�DSSOLFDWLRQ��WKH\�LQYLWH�WKH�ZRUOG�WR�VHQG�WKHP�+773�UHTXHVWV��$WWDFNV�EXULHG�LQ�WKHVH�
UHTXHVWV�VDLO�SDVW�ILUHZDOOV��ILOWHUV��SODWIRUP�KDUGHQLQJ��DQG�LQWUXVLRQ�GHWHFWLRQ�V\VWHPV�ZLWKRXW�QRWLFH�EHFDXVH�WKH\�DUH�LQVLGH�
OHJDO�+773�UHTXHVWV��(YHQ�³VHFXUH´�ZHEVLWHV�WKDW�XVH�66/�MXVW�DFFHSW�WKH�UHTXHVWV�WKDW�DUULYH�WKURXJK�WKH�HQFU\SWHG�WXQQHO�
ZLWKRXW�VFUXWLQ\��7KLV�PHDQV�WKDW�\RXU�ZHE�DSSOLFDWLRQ�FRGH�LV�SDUW�RI�\RXU�VHFXULW\�SHULPHWHU��$V�WKH�QXPEHU��VL]H�DQG�
FRPSOH[LW\�RI�\RXU�ZHE�DSSOLFDWLRQV�LQFUHDVHV��VR�GRHV�\RXU�SHULPHWHU�H[SRVXUH��

7KH�VHFXULW\�LVVXHV�UDLVHG�KHUH�DUH�QRW�QHZ��,Q�IDFW��VRPH�KDYH�EHHQ�ZHOO�XQGHUVWRRG�IRU�GHFDGHV��<HW�IRU�D�YDULHW\�RI��
UHDVRQV��PDMRU�VRIWZDUH�GHYHORSPHQW�SURMHFWV�DUH�VWLOO�PDNLQJ�WKHVH�PLVWDNHV�DQG�MHRSDUGL]LQJ�QRW�RQO\�WKHLU�FXVWRPHUV¶�
VHFXULW\��EXW�DOVR�WKH�VHFXULW\�RI�WKH�HQWLUH�,QWHUQHW��7KHUH�LV�QR�³VLOYHU�EXOOHW´�WR�FXUH�WKHVH�SUREOHPV���7RGD\¶V�DVVHVVPHQW�
DQG�SURWHFWLRQ�WHFKQRORJ\�LV�LPSURYLQJ��EXW�FDQ�FXUUHQWO\�RQO\�GHDO�ZLWK�D�OLPLWHG�VXE�VHW�RI�WKH�LVVXHV�DW�EHVW��7R�DGGUHVV�WKH�
LVVXHV�GHVFULEHG�LQ�WKLV�GRFXPHQW��RUJDQL]DWLRQV�ZLOO�QHHG�WR�FKDQJH�WKHLU�GHYHORSPHQW�FXOWXUH��WUDLQ�GHYHORSHUV��XSGDWH�WKHLU�
VRIWZDUH�GHYHORSPHQW�SURFHVVHV��DQG�XVH�WHFKQRORJ\�ZKHUH�DSSURSULDWH��

7KH�2:$63�7RS�7HQ�LV�D�OLVW�RI�YXOQHUDELOLWLHV�WKDW�UHTXLUH�LPPHGLDWH�UHPHGLDWLRQ��([LVWLQJ�FRGH�VKRXOG�EH�FKHFNHG�
IRU�WKHVH�YXOQHUDELOLWLHV�LPPHGLDWHO\��DV�WKHVH�IODZV�DUH�EHLQJ�DFWLYHO\�WDUJHWHG�E\�DWWDFNHUV��'HYHORSPHQW�SURMHFWV�VKRXOG�
DGGUHVV�WKHVH�YXOQHUDELOLWLHV�LQ�WKHLU�UHTXLUHPHQWV�GRFXPHQWV�DQG�GHVLJQ��EXLOG��DQG�WHVW�WKHLU�DSSOLFDWLRQV�WR�HQVXUH�WKDW�WKH\�
KDYH�QRW�EHHQ�LQWURGXFHG���3URMHFW�PDQDJHUV�VKRXOG�LQFOXGH�WLPH�DQG�EXGJHW�IRU�DSSOLFDWLRQ�VHFXULW\�DFWLYLWLHV�LQFOXGLQJ�
GHYHORSHU�WUDLQLQJ��DSSOLFDWLRQ�VHFXULW\�SROLF\�GHYHORSPHQW��VHFXULW\�PHFKDQLVP�GHVLJQ�DQG�GHYHORSPHQW��SHQHWUDWLRQ�
WHVWLQJ��DQG�VHFXULW\�FRGH�UHYLHZ���

:H�HQFRXUDJH�RUJDQL]DWLRQV�WR�MRLQ�WKH�JURZLQJ�OLVW�RI�FRPSDQLHV�WKDW�KDYH�DGRSWHG�WKH�2:$63�7RS�7HQ�DV�D�PLQLPXP�
VWDQGDUG�DQG�DUH�FRPPLWWHG�WR�SURGXFLQJ�ZHE�DSSOLFDWLRQV�WKDW�GR�QRW�FRQWDLQ�WKHVH�YXOQHUDELOLWLHV��

:H�KDYH�FKRVHQ�WR�SUHVHQW�WKLV�OLVW�LQ�D�IRUPDW�VLPLODU�WR�WKH�KLJKO\�VXFFHVVIXO�6$16�)%,�7RS�7ZHQW\�/LVW�LQ�RUGHU�WR�IDFLOLWDWH�
LWV�XVH�DQG�XQGHUVWDQGLQJ��7KH�6$16�OLVW�LV�IRFXVHG�RQ�IODZV�LQ�SDUWLFXODU�ZLGHO\�XVHG�QHWZRUN�DQG�LQIUDVWUXFWXUH�SURGXFWV��
%HFDXVH�HDFK�ZHEVLWH�LV�XQLTXH��WKH�2:$63�7RS�7HQ�LV�RUJDQL]HG�DURXQG�SDUWLFXODU�W\SHV�RU�FDWHJRULHV�RI�YXOQHUDELOLWLHV�
WKDW�IUHTXHQWO\�RFFXU�LQ�ZHE�DSSOLFDWLRQV��7KHVH�FDWHJRULHV�DUH�EHLQJ�VWDQGDUGL]HG�LQ�WKH�2$6,6�:HE�$SSOLFDWLRQ�6HFXULW\�
�:$6��;0/�3URMHFW��

7KLV�OLVW�UHSUHVHQWV�WKH�FRPELQHG�ZLVGRP�RI�2:$63�H[SHUWV��ZKRVH�H[SHULHQFH�LQFOXGHV�PDQ\�\HDUV�RI�DSSOLFDWLRQ�VHFXULW\�
ZRUN�IRU�JRYHUQPHQWV��ILQDQFLDO�VHUYLFHV��SKDUPDFHXWLFDOV�DQG�PDQXIDFWXULQJ��DV�ZHOO�DV�GHYHORSLQJ�WRROV�DQG�WHFKQRORJ\��
7KLV�GRFXPHQW�LV�GHVLJQHG�WR�LQWURGXFH�WKH�PRVW�VHULRXV�ZHE�DSSOLFDWLRQ�YXOQHUDELOLWLHV��7KHUH�DUH�PDQ\�ERRNV�DQG�
JXLGHOLQHV�WKDW�GHVFULEH�WKHVH�YXOQHUDELOLWLHV�LQ�PRUH�GHWDLO�DQG�SURYLGH�GHWDLOHG�JXLGDQFH�RQ�KRZ�WR�HOLPLQDWH�WKHP��2QH�
VXFK�JXLGHOLQH�LV�WKH�2:$63�*XLGH�DYDLODEOH�DW�KWWS���ZZZ�RZDVS�RUJ��

7KH�2:$63�7RS�7HQ�LV�D�OLYLQJ�GRFXPHQW��,W�LQFOXGHV�LQVWUXFWLRQV�DQG�SRLQWHUV�WR�DGGLWLRQDO�LQIRUPDWLRQ�XVHIXO�IRU�FRUUHFWLQJ�
WKHVH�W\SHV�RI�VHFXULW\�IODZV��:H�XSGDWH�WKH�OLVW�DQG�WKH�LQVWUXFWLRQV�DV�PRUH�FULWLFDO�WKUHDWV�DQG�PRUH�FXUUHQW�RU�FRQYHQLHQW�
PHWKRGV�DUH�LGHQWLILHG��DQG�ZH�ZHOFRPH�\RXU�LQSXW�DORQJ�WKH�ZD\��7KLV�LV�D�FRPPXQLW\�FRQVHQVXV�GRFXPHQW�±�\RXU�
H[SHULHQFH�LQ�ILJKWLQJ�DWWDFNHUV�DQG�LQ�HOLPLQDWLQJ�WKHVH�YXOQHUDELOLWLHV�FDQ�KHOS�RWKHUV�ZKR�FRPH�DIWHU�\RX��3OHDVH�VHQG�
VXJJHVWLRQV�YLD�H�PDLO�WR�WRSWHQ#RZDVS�RUJ�ZLWK�WKH�VXEMHFW��2:$63�7RS�7HQ�&RPPHQWV�´�

�

2:$63�JUDWHIXOO\�DFNQRZOHGJHV�WKH�VSHFLDO�FRQWULEXWLRQ�IURP�$VSHFW�6HFXULW\�
IRU�WKHLU�UROH�LQ�WKH�UHVHDUFK�DQG�SUHSDUDWLRQ�RI�WKLV�GRFXPHQW��

�

�

�

KWWS���ZZZ�DVSHFWVHFXULW\�FRP��
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%DFNJURXQG�

7KH�FKDOOHQJH�RI�LGHQWLI\LQJ�WKH�³WRS´�ZHE�DSSOLFDWLRQ�YXOQHUDELOLWLHV�LV�D�YLUWXDOO\�LPSRVVLEOH�WDVN��7KHUH�LV�QRW�HYHQ�
ZLGHVSUHDG�DJUHHPHQW�RQ�H[DFWO\�ZKDW�LV�LQFOXGHG�LQ�WKH�WHUP�³ZHE�DSSOLFDWLRQ�VHFXULW\�´�6RPH�KDYH�DUJXHG�WKDW�ZH�VKRXOG�
IRFXV�RQO\�RQ�VHFXULW\�LVVXHV�WKDW�DIIHFW�GHYHORSHUV�ZULWLQJ�FXVWRP�ZHE�DSSOLFDWLRQ�FRGH��2WKHUV�KDYH�DUJXHG�IRU�D�PRUH�
H[SDQVLYH�GHILQLWLRQ�WKDW�FRYHUV�WKH�HQWLUH�DSSOLFDWLRQ�OD\HU��LQFOXGLQJ�OLEUDULHV��VHUYHU�FRQILJXUDWLRQ��DQG�DSSOLFDWLRQ�OD\HU�
SURWRFROV��,Q�WKH�KRSHV�RI�DGGUHVVLQJ�WKH�PRVW�VHULRXV�ULVNV�IDFLQJ�RUJDQL]DWLRQV��ZH�KDYH�GHFLGHG�WR�JLYH�D�UHODWLYHO\�EURDG�
LQWHUSUHWDWLRQ�WR�ZHE�DSSOLFDWLRQ�VHFXULW\��ZKLOH�VWLOO�NHHSLQJ�FOHDU�RI�QHWZRUN�DQG�LQIUDVWUXFWXUH�VHFXULW\�LVVXHV��

$QRWKHU�FKDOOHQJH�WR�WKLV�HIIRUW�LV�WKDW�HDFK�VSHFLILF�YXOQHUDELOLW\�LV�XQLTXH�WR�D�SDUWLFXODU�RUJDQL]DWLRQ¶V�ZHEVLWH��7KHUH�ZRXOG�
EH�OLWWOH�SRLQW�LQ�FDOOLQJ�RXW�VSHFLILF�YXOQHUDELOLWLHV�LQ�WKH�ZHE�DSSOLFDWLRQV�RI�LQGLYLGXDO�RUJDQL]DWLRQV��HVSHFLDOO\�VLQFH�WKH\�DUH�
KRSHIXOO\�IL[HG�VRRQ�DIWHU�D�ODUJH�DXGLHQFH�NQRZV�RI�WKHLU�H[LVWHQFH��7KHUHIRUH��ZH�KDYH�FKRVHQ�WR�IRFXV�RQ�WKH�WRS�FODVVHV��
W\SHV��RU�FDWHJRULHV�RI�ZHE�DSSOLFDWLRQ�YXOQHUDELOLWLHV���

,Q�WKH�ILUVW�YHUVLRQ�RI�WKLV�GRFXPHQW��ZH�GHFLGHG�WR�FODVVLI\�D�ZLGH�UDQJH�RI�ZHE�DSSOLFDWLRQ�SUREOHPV�LQWR�PHDQLQJIXO�
FDWHJRULHV��:H�VWXGLHG�D�YDULHW\�RI�YXOQHUDELOLW\�FODVVLILFDWLRQ�VFKHPHV�DQG�FDPH�XS�ZLWK�D�VHW�RI�FDWHJRULHV��)DFWRUV�WKDW�
FKDUDFWHUL]H�D�JRRG�YXOQHUDELOLW\�FDWHJRU\�LQFOXGH�ZKHWKHU�WKH�IODZV�DUH�FORVHO\�UHODWHG��FDQ�EH�DGGUHVVHG�ZLWK�VLPLODU�
FRXQWHUPHDVXUHV��DQG�IUHTXHQWO\�RFFXU�LQ�W\SLFDO�ZHE�DSSOLFDWLRQ�DUFKLWHFWXUHV��,Q�WKLV�YHUVLRQ�ZH�DUH�LQWURGXFLQJ�D�UHILQHG�
VFKHPH���7KLV�KDV�EHHQ�GHYHORSHG�ZLWK�RXU�FRQWLQXHG�ZRUN�RQ�WKH�2$6,6�:$6�WHFKQLFDO�FRPPLWWHH�LQ�ZKLFK�ZH�ZLOO�EH�
GHVFULELQJ�D�7KHVDXUXV�RI�LVVXHV�IURP�ZKLFK�VHFXULW\�UHVHDUFKHUV�FDQ�GHVFULEH�VLJQDWXUHV�LQ�DQ�;0/�IRUPDW��

7R�FKRRVH�WKH�WRS�WHQ�IURP�D�ODUJH�OLVW�RI�FDQGLGDWHV�KDV�LWV�RZQ�VHW�RI�GLIILFXOWLHV��7KHUH�DUH�VLPSO\�QR�UHOLDEOH�VRXUFHV�RI�
VWDWLVWLFV�DERXW�ZHE�DSSOLFDWLRQ�VHFXULW\�SUREOHPV��,Q�WKH�IXWXUH��ZH�ZRXOG�OLNH�WR�JDWKHU�VWDWLVWLFV�DERXW�WKH�IUHTXHQF\�RI�
FHUWDLQ�IODZV�LQ�ZHE�DSSOLFDWLRQ�FRGH�DQG�XVH�WKRVH�PHWULFV�WR�KHOS�SULRULWL]H�WKH�WRS�WHQ��+RZHYHU��IRU�D�QXPEHU�RI�UHDVRQV��
WKLV�VRUW�RI�PHDVXUHPHQW�LV�QRW�OLNHO\�WR�RFFXU�LQ�WKH�QHDU�IXWXUH��

:H�UHFRJQL]H�WKDW�WKHUH�LV�QR�³ULJKW´�DQVZHU�IRU�ZKLFK�YXOQHUDELOLW\�FDWHJRULHV�VKRXOG�EH�LQ�WKH�WRS�WHQ��(DFK�RUJDQL]DWLRQ�ZLOO�
KDYH�WR�WKLQN�DERXW�WKH�ULVN�WR�WKHLU�RUJDQL]DWLRQ�EDVHG�RQ�WKH�OLNHOLKRRG�RI�KDYLQJ�RQH�RI�WKHVH�IODZV�DQG�WKH�VSHFLILF�
FRQVHTXHQFHV�WR�WKHLU�HQWHUSULVH��,Q�WKH�PHDQWLPH��ZH�SXW�WKLV�OLVW�IRUZDUG�DV�D�VHW�RI�SUREOHPV�WKDW�UHSUHVHQW�D�VLJQLILFDQW�
DPRXQW�RI�ULVN�WR�D�EURDG�DUUD\�RI�RUJDQL]DWLRQV��7KH�WRS�WHQ�WKHPVHOYHV�DUH�QRW�LQ�DQ\�SDUWLFXODU�RUGHU��DV�LW�ZRXOG�EH�DOPRVW�
LPSRVVLEOH�WR�GHWHUPLQH�ZKLFK�RI�WKHP�UHSUHVHQWV�WKH�PRVW�DJJUHJDWH�ULVN��

7KH�2:$63�7RS�7HQ�SURMHFW�LV�DQ�RQJRLQJ�HIIRUW�WR�PDNH�LQIRUPDWLRQ�DERXW�NH\�ZHE�DSSOLFDWLRQ�VHFXULW\�IODZV�DYDLODEOH�WR�D�
ZLGH�DXGLHQFH��:H�H[SHFW�WR�XSGDWH�WKLV�GRFXPHQW�DQXDOO\�EDVHG�RQ�GLVFXVVLRQ�RQ�WKH�2:$63�PDLOLQJ�OLVWV�DQG�IHHGEDFN�
WR�WRSWHQ#RZDVS�RUJ���

�
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:KDW·V�1HZ"�

2:$63�KDV�FRPH�D�ORQJ�ZD\�VLQFH�WKH�ODVW�WRS�ZDV�UHOHDVHG�LQ�-DQXDU\�������7KLV�XSGDWH�LQFRUSRUDWHV�DOO�WKH�GLVFXVVLRQ�
DQG�XS�WR�GDWH�YLHZV��RSLQLRQV�DQG�GHEDWH�LQ�WKH�2:$63�FRPPXQLW\�RYHU�WKH�SDVW����PRQWKV��2YHUDOO��WKHUH�KDYH�EHHQ�
PLQRU�LPSURYHPHQWV�WR�DOO�SDUWV�RI�WKH�7RS�7HQ��DQG�RQO\�D�IHZ�PDMRU�FKDQJHV��

�� :$6�;0/�$OLJQPHQW�±�2QH�RI�WKH�QHZ�SURMHFWV�LQLWLDWHG�LQ������LV�WKH�:HE�$SSOLFDWLRQ�6HFXULW\�7HFKQLFDO�
&RPPLWWHH��:$6�7&��DW�2$6,6���7KH�SXUSRVH�RI�WKH�:$6�7&�LV�WR�SURGXFH�D�FODVVLILFDWLRQ�VFKHPH�IRU�ZHE�
VHFXULW\�YXOQHUDELOLWLHV��D�PRGHO�WR�SURYLGH�JXLGDQFH�IRU�LQLWLDO�WKUHDW��LPSDFW�DQG�WKHUHIRUH�ULVN�UDWLQJV��DQG�DQ�;0/�
VFKHPD�WR�GHVFULEH�ZHE�VHFXULW\�FRQGLWLRQV�WKDW�FDQ�EH�XVHG�E\�ERWK�DVVHVVPHQW�DQG�SURWHFWLRQ�WRROV��7KH�
2:$63�7RS�7HQ�SURMHFW�KDV�XVHG�WKH�:$6�7&�DV�D�UHIHUHQFH�IRU�UHSURILOLQJ�WKH�7RS�7HQ�WR�SURYLGH�D�
VWDQGDUGL]HG�DSSURDFK�WR�WKH�FODVVLILFDWLRQ�RI�ZHE�DSSOLFDWLRQ�VHFXULW\�YXOQHUDELOLWLHV��7KH�:$6�7KHVDXUXV�GHILQHV�
D�VWDQGDUG�ODQJXDJH�IRU�GLVFXVVLQJ�ZHE�DSSOLFDWLRQ�VHFXULW\��DQG�ZH�DGRSW�WKDW�YRFDEXODU\�KHUH��

�� $GGLWLRQ�RI�'HQLDO�RI�6HUYLFH�±�7KH�RQO\�WRS�OHYHO�FDWHJRU\�WKDW�FKDQJHG�ZDV�WKH�DGGLWLRQ�RI�WKH�$��'HQLDO�RI�
6HUYLFH�FDWHJRU\�WR�WKH�OLVW��2XU�UHVHDUFK�KDV�VKRZQ�WKDW�D�EURDG�DUUD\�RI�RUJDQL]DWLRQV�DUH�VXVFHSWLEOH�WR�WKLV�W\SH�
RI�DWWDFN��%DVHG�RQ�WKH�OLNHOLKRRG�RI�D�GHQLDO�RI�VHUYLFH�DWWDFN�DQG�WKH�FRQVHTXHQFHV�LI�WKH�DWWDFN�VXFFHHGV��ZH�
KDYH�GHWHUPLQHG�WKDW�LW�ZDUUDQWV�LQFOXVLRQ�LQ�WKH�7RS�7HQ��7R�DFFRPPRGDWH�WKLV�QHZ�HQWU\��ZH�KDYH�FRPELQHG�ODVW�
\HDU¶V�$��5HPRWH�$GPLQLVWUDWLRQ�)ODZV�LQWR�WKH�$��%URNHQ�$FFHVV�&RQWURO�FDWHJRU\�DV�LW�LV�D�VSHFLDO�FDVH�RI�WKDW�
FDWHJRU\��:H�EHOLHYH�WKLV�LV�DSSURSULDWH��DV�WKH�W\SHV�RI�IODZV�LQ�$��DUH�W\SLFDOO\�WKH�VDPH�DV�WKRVH�LQ�$��DQG�
UHTXLUH�WKH�VDPH�W\SHV�RI�UHPHGLDWLRQ��

�

7KH�WDEOH�EHORZ�KLJKOLJKWV�WKH�UHODWLRQVKLS�EHWZHHQ�WKH�QHZ�7RS�7HQ��ODVW�\HDU¶V�7RS�7HQ��DQG�WKH�:$6�7&�7KHVDXUXV��

1HZ�7RS�7HQ������ 7RS�7HQ������ 1HZ�:$6�7KHVDXUXV�

$��8QYDOLGDWHG�,QSXW� $��8QYDOLGDWHG�3DUDPHWHUV� ,QSXW�9DOLGDWLRQ�

$��%URNHQ�$FFHVV�&RQWURO� $��%URNHQ�$FFHVV�&RQWURO�

���$��5HPRWH�$GPLQLVWUDWLRQ�)ODZV��

$FFHVV�&RQWURO�

$��%URNHQ�$XWKHQWLFDWLRQ�DQG�6HVVLRQ�
0DQDJHPHQW�

$��%URNHQ�$FFRXQW�DQG�6HVVLRQ�
0DQDJHPHQW�

$XWKHQWLFDWLRQ�DQG�6HVVLRQ�
0DQDJHPHQW�

$��&URVV�6LWH�6FULSWLQJ��;66��)ODZV� $��&URVV�6LWH�6FULSWLQJ��;66��)ODZV� ,QSXW�9DOLGDWLRQ�!&URVV�VLWH�VFULSWLQJ�

$��%XIIHU�2YHUIORZV� $��%XIIHU�2YHUIORZV� %XIIHU�2YHUIORZV�

$��,QMHFWLRQ�)ODZV� $��&RPPDQG�,QMHFWLRQ�)ODZV� ,QSXW�9DOLGDWLRQ�!,QMHFWLRQ�

$��,PSURSHU�(UURU�+DQGOLQJ� $��(UURU�+DQGOLQJ�3UREOHPV� (UURU�+DQGOLQJ�

$��,QVHFXUH�6WRUDJH� $��,QVHFXUH�8VH�RI�&U\SWRJUDSK\� 'DWD�3URWHFWLRQ�

$��'HQLDO�RI�6HUYLFH� 1�$� $YDLODELOLW\�

$���,QVHFXUH�&RQILJXUDWLRQ�
0DQDJHPHQW�

$���:HE�DQG�$SSOLFDWLRQ�6HUYHU�
0LVFRQILJXUDWLRQ�

$SSOLFDWLRQ�&RQILJXUDWLRQ�
0DQDJHPHQW�

,QIUDVWUXFWXUH�&RQILJXUDWLRQ�
0DQDJHPHQW�

�
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7KH�7RS�7HQ�/LVW�

7KH�IROORZLQJ�LV�D�VKRUW�VXPPDU\�RI�WKH�PRVW�VLJQLILFDQW�ZHE�DSSOLFDWLRQ�VHFXULW\�YXOQHUDELOLWLHV��(DFK�RI�WKHVH�LV�GHVFULEHG�LQ�
PRUH�GHWDLO�LQ�WKH�IROORZLQJ�VHFWLRQV��

�

7RS�9XOQHUDELOLWLHV�LQ�:HE�$SSOLFDWLRQV�

$�� 8QYDOLGDWHG�,QSXW�

,QIRUPDWLRQ�IURP�ZHE�UHTXHVWV�LV�QRW�YDOLGDWHG�EHIRUH�EHLQJ�XVHG�E\�D�ZHE�
DSSOLFDWLRQ��$WWDFNHUV�FDQ�XVH�WKHVH�IODZV�WR�DWWDFN�EDFNHQG�FRPSRQHQWV�
WKURXJK�D�ZHE�DSSOLFDWLRQ��

$�� %URNHQ�$FFHVV�&RQWURO�

5HVWULFWLRQV�RQ�ZKDW�DXWKHQWLFDWHG�XVHUV�DUH�DOORZHG�WR�GR�DUH�QRW�SURSHUO\�
HQIRUFHG��$WWDFNHUV�FDQ�H[SORLW�WKHVH�IODZV�WR�DFFHVV�RWKHU�XVHUV¶�DFFRXQWV��YLHZ�
VHQVLWLYH�ILOHV��RU�XVH�XQDXWKRUL]HG�IXQFWLRQV��

$�� %URNHQ�$XWKHQWLFDWLRQ�DQG�
6HVVLRQ�0DQDJHPHQW�

$FFRXQW�FUHGHQWLDOV�DQG�VHVVLRQ�WRNHQV�DUH�QRW�SURSHUO\�SURWHFWHG��$WWDFNHUV�
WKDW�FDQ�FRPSURPLVH�SDVVZRUGV��NH\V��VHVVLRQ�FRRNLHV��RU�RWKHU�WRNHQV�FDQ�
GHIHDW�DXWKHQWLFDWLRQ�UHVWULFWLRQV�DQG�DVVXPH�RWKHU�XVHUV¶�LGHQWLWLHV��

$�� &URVV�6LWH�6FULSWLQJ��;66��
)ODZV�

7KH�ZHE�DSSOLFDWLRQ�FDQ�EH�XVHG�DV�D�PHFKDQLVP�WR�WUDQVSRUW�DQ�DWWDFN�WR�DQ�
HQG�XVHU¶V�EURZVHU��$�VXFFHVVIXO�DWWDFN�FDQ�GLVFORVH�WKH�HQG�XVHU¶V�VHVVLRQ�
WRNHQ��DWWDFN�WKH�ORFDO�PDFKLQH��RU�VSRRI�FRQWHQW�WR�IRRO�WKH�XVHU��

$�� %XIIHU�2YHUIORZV�

:HE�DSSOLFDWLRQ�FRPSRQHQWV�LQ�VRPH�ODQJXDJHV�WKDW�GR�QRW�SURSHUO\�YDOLGDWH�
LQSXW�FDQ�EH�FUDVKHG�DQG��LQ�VRPH�FDVHV��XVHG�WR�WDNH�FRQWURO�RI�D�SURFHVV��
7KHVH�FRPSRQHQWV�FDQ�LQFOXGH�&*,��OLEUDULHV��GULYHUV��DQG�ZHE�DSSOLFDWLRQ�
VHUYHU�FRPSRQHQWV��

$�� ,QMHFWLRQ�)ODZV�

:HE�DSSOLFDWLRQV�SDVV�SDUDPHWHUV�ZKHQ�WKH\�DFFHVV�H[WHUQDO�V\VWHPV�RU�WKH�
ORFDO�RSHUDWLQJ�V\VWHP��,I�DQ�DWWDFNHU�FDQ�HPEHG�PDOLFLRXV�FRPPDQGV�LQ�WKHVH�
SDUDPHWHUV��WKH�H[WHUQDO�V\VWHP�PD\�H[HFXWH�WKRVH�FRPPDQGV�RQ�EHKDOI�RI�WKH�
ZHE�DSSOLFDWLRQ��

$�� ,PSURSHU�(UURU�+DQGOLQJ�

(UURU�FRQGLWLRQV�WKDW�RFFXU�GXULQJ�QRUPDO�RSHUDWLRQ�DUH�QRW�KDQGOHG�SURSHUO\��,I�
DQ�DWWDFNHU�FDQ�FDXVH�HUURUV�WR�RFFXU�WKDW�WKH�ZHE�DSSOLFDWLRQ�GRHV�QRW�KDQGOH��
WKH\�FDQ�JDLQ�GHWDLOHG�V\VWHP�LQIRUPDWLRQ��GHQ\�VHUYLFH��FDXVH�VHFXULW\�
PHFKDQLVPV�WR�IDLO��RU�FUDVK�WKH�VHUYHU��

$�� ,QVHFXUH�6WRUDJH�

:HE�DSSOLFDWLRQV�IUHTXHQWO\�XVH�FU\SWRJUDSKLF�IXQFWLRQV�WR�SURWHFW�LQIRUPDWLRQ�
DQG�FUHGHQWLDOV��7KHVH�IXQFWLRQV�DQG�WKH�FRGH�WR�LQWHJUDWH�WKHP�KDYH�SURYHQ�
GLIILFXOW�WR�FRGH�SURSHUO\��IUHTXHQWO\�UHVXOWLQJ�LQ�ZHDN�SURWHFWLRQ��

$�� 'HQLDO�RI�6HUYLFH�

$WWDFNHUV�FDQ�FRQVXPH�ZHE�DSSOLFDWLRQ�UHVRXUFHV�WR�D�SRLQW�ZKHUH�RWKHU�
OHJLWLPDWH�XVHUV�FDQ�QR�ORQJHU�DFFHVV�RU�XVH�WKH�DSSOLFDWLRQ��$WWDFNHUV�FDQ�DOVR�
ORFN�XVHUV�RXW�RI�WKHLU�DFFRXQWV�RU�HYHQ�FDXVH�WKH�HQWLUH�DSSOLFDWLRQ�WR�IDLO��

$���� ,QVHFXUH�&RQILJXUDWLRQ�
0DQDJHPHQW�

+DYLQJ�D�VWURQJ�VHUYHU�FRQILJXUDWLRQ�VWDQGDUG�LV�FULWLFDO�WR�D�VHFXUH�ZHE�
DSSOLFDWLRQ��7KHVH�VHUYHUV�KDYH�PDQ\�FRQILJXUDWLRQ�RSWLRQV�WKDW�DIIHFW�VHFXULW\�
DQG�DUH�QRW�VHFXUH�RXW�RI�WKH�ER[��

�
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$��8QYDOLGDWHG�,QSXW�

$����'HVFULSWLRQ�

:HE�DSSOLFDWLRQV�XVH�LQSXW�IURP�+773�UHTXHVWV��DQG�RFFDVLRQDOO\�ILOHV��WR�GHWHUPLQH�KRZ�WR�UHVSRQG��$WWDFNHUV�FDQ�WDPSHU�
ZLWK�DQ\�SDUW�RI�DQ�+773�UHTXHVW��LQFOXGLQJ�WKH�XUO��TXHU\VWULQJ��KHDGHUV��FRRNLHV��IRUP�ILHOGV��DQG�KLGGHQ�ILHOGV��WR�WU\�WR�
E\SDVV�WKH�VLWH¶V�VHFXULW\�PHFKDQLVPV��&RPPRQ�QDPHV�IRU�FRPPRQ�LQSXW�WDPSHULQJ�DWWDFNV�LQFOXGH��IRUFHG�EURZVLQJ��
FRPPDQG�LQVHUWLRQ��FURVV�VLWH�VFULSWLQJ��EXIIHU�RYHUIORZV��IRUPDW�VWULQJ�DWWDFNV��64/�LQMHFWLRQ��FRRNLH�SRLVRQLQJ��DQG�KLGGHQ�
ILHOG�PDQLSXODWLRQ��(DFK�RI�WKHVH�DWWDFN�W\SHV�LV�GHVFULEHG�LQ�PRUH�GHWDLO�ODWHU�LQ�WKLV�SDSHU��

�� $��±�&URVV�6LWH�6FULSWLQJ�)ODZV�GLVFXVVHV�LQSXW�WKDW�FRQWDLQV�VFULSWV�WR�EH�H[HFXWHG�RQ�RWKHU�XVHU¶V�EURZVHUV�

�� $��±�%XIIHU�2YHUIORZV�GLVFXVVHV�LQSXW�WKDW�KDV�EHHQ�GHVLJQHG�WR�RYHUZULWH�SURJUDP�H[HFXWLRQ�VSDFH�

�� $��±�,QMHFWLRQ�)ODZV�GLVFXVVHV�LQSXW�WKDW�LV�PRGLILHG�WR�FRQWDLQ�H[HFXWDEOH�FRPPDQGV�

�

6RPH�VLWHV�DWWHPSW�WR�SURWHFW�WKHPVHOYHV�E\�ILOWHULQJ�RXW�PDOLFLRXV�LQSXW��7KH�SUREOHP�LV�WKDW�WKHUH�DUH�VR�PDQ\�GLIIHUHQW�
ZD\V�RI�HQFRGLQJ�LQIRUPDWLRQ��7KHVH�HQFRGLQJ�IRUPDWV�DUH�QRW�OLNH�HQFU\SWLRQ��VLQFH�WKH\�DUH�WULYLDO�WR�GHFRGH��6WLOO��
GHYHORSHUV�RIWHQ�IRUJHW�WR�GHFRGH�DOO�SDUDPHWHUV�WR�WKHLU�VLPSOHVW�IRUP�EHIRUH�XVLQJ�WKHP��3DUDPHWHUV�PXVW�EH�FRQYHUWHG�WR�
WKH�VLPSOHVW�IRUP�EHIRUH�WKH\�DUH�YDOLGDWHG��RWKHUZLVH��PDOLFLRXV�LQSXW�FDQ�EH�PDVNHG�DQG�LW�FDQ�VOLS�SDVW�ILOWHUV��7KH�SURFHVV�
RI�VLPSOLI\LQJ�WKHVH�HQFRGLQJV�LV�FDOOHG�³FDQRQLFDOL]DWLRQ�´�6LQFH�DOPRVW�DOO�+773�LQSXW�FDQ�EH�UHSUHVHQWHG�LQ�PXOWLSOH�
IRUPDWV��WKLV�WHFKQLTXH�FDQ�EH�XVHG�WR�REIXVFDWH�DQ\�DWWDFN�WDUJHWLQJ�WKH�YXOQHUDELOLWLHV�GHVFULEHG�LQ�WKLV�GRFXPHQW��7KLV�
PDNHV�ILOWHULQJ�YHU\�GLIILFXOW��

$�VXUSULVLQJ�QXPEHU�RI�ZHE�DSSOLFDWLRQV�XVH�RQO\�FOLHQW�VLGH�PHFKDQLVPV�WR�YDOLGDWH�LQSXW��&OLHQW�VLGH�YDOLGDWLRQ�PHFKDQLVPV�
DUH�HDVLO\�E\SDVVHG��OHDYLQJ�WKH�ZHE�DSSOLFDWLRQ�ZLWKRXW�DQ\�SURWHFWLRQ�DJDLQVW�PDOLFLRXV�SDUDPHWHUV��$WWDFNHUV�FDQ�
JHQHUDWH�WKHLU�RZQ�+773�UHTXHVWV�XVLQJ�WRROV�DV�VLPSOH�DV�WHOQHW��7KH\�GR�QRW�KDYH�WR�SD\�DWWHQWLRQ�WR�DQ\WKLQJ�WKDW�WKH�
GHYHORSHU�LQWHQGHG�WR�KDSSHQ�RQ�WKH�FOLHQW�VLGH��1RWH�WKDW�FOLHQW�VLGH�YDOLGDWLRQ�LV�D�ILQH�LGHD�IRU�SHUIRUPDQFH�DQG�XVDELOLW\��
EXW�LW�KDV�QR�VHFXULW\�EHQHILW�ZKDWVRHYHU��6HUYHU�VLGH�FKHFNV�DUH�UHTXLUHG�WR�GHIHQG�DJDLQVW�SDUDPHWHU�PDQLSXODWLRQ�DWWDFNV��
2QFH�WKHVH�DUH�LQ�SODFH��FOLHQW�VLGH�FKHFNLQJ�FDQ�DOVR�EH�LQFOXGHG�WR�HQKDQFH�WKH�XVHU�H[SHULHQFH�IRU�OHJLWLPDWH�XVHUV�DQG�RU�
UHGXFH�WKH�DPRXQW�RI�LQYDOLG�WUDIILF�WR�WKH�VHUYHU��

7KHVH�DWWDFNV�DUH�EHFRPLQJ�LQFUHDVLQJO\�OLNHO\�DV�WKH�QXPEHU�RI�WRROV�WKDW�VXSSRUW�SDUDPHWHU�³IX]]LQJ´��FRUUXSWLRQ��DQG�EUXWH�
IRUFLQJ�JURZV��7KH�LPSDFW�RI�XVLQJ�XQYDOLGDWHG�LQSXW�VKRXOG�QRW�EH�XQGHUHVWLPDWHG��$�KXJH�QXPEHU�RI�DWWDFNV�ZRXOG�EHFRPH�
GLIILFXOW�RU�LPSRVVLEOH�LI�GHYHORSHUV�ZRXOG�VLPSO\�YDOLGDWH�LQSXW�EHIRUH�XVLQJ�LW��8QOHVV�D�ZHE�DSSOLFDWLRQ�KDV�D�VWURQJ��
FHQWUDOL]HG�PHFKDQLVP�IRU�YDOLGDWLQJ�DOO�LQSXW�IURP�+773�UHTXHVWV��DQG�DQ\�RWKHU�VRXUFHV���YXOQHUDELOLWLHV�EDVHG�RQ�PDOLFLRXV�
LQSXW�DUH�YHU\�OLNHO\�WR�H[LVW��

$����(QYLURQPHQWV�$IIHFWHG�

$OO�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQPHQWV�DUH�VXVFHSWLEOH�WR�SDUDPHWHU�WDPSHULQJ���

$����([DPSOHV�DQG�5HIHUHQFHV�

�� 2:$63�*XLGH�WR�%XLOGLQJ�6HFXUH�:HE�$SSOLFDWLRQV�DQG�:HE�6HUYLFHV��&KDSWHU����'DWD�9DOLGDWLRQ�
KWWS���ZZZ�RZDVS�RUJ�GRFXPHQWDWLRQ�JXLGH��

�� PRGVHFXULW\�SURMHFW��$SDFKH�PRGXOH�IRU�+773�YDOLGDWLRQ��KWWS���ZZZ�PRGVHFXULW\�RUJ��

�� +RZ�WR�%XLOG�DQ�+773�5HTXHVW�9DOLGDWLRQ�(QJLQH��-�((�YDOLGDWLRQ�ZLWK�6WLQJHU��
KWWS���ZZZ�RZDVS�RUJ�FROXPQV�MHIIZLOOLDPV�MHIIZLOOLDPV���

�� +DYH�<RXU�&DNH�DQG�(DW�LW�7RR���1(7�YDOLGDWLRQ��KWWS���ZZZ�RZDVS�RUJ�FROXPQV�MSRWHHW�MSRWHHW���
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$����+RZ�WR�'HWHUPLQH�,I�<RX�$UH�9XOQHUDEOH�

$Q\�SDUW�RI�DQ�+773�UHTXHVW�WKDW�LV�XVHG�E\�D�ZHE�DSSOLFDWLRQ�ZLWKRXW�EHLQJ�FDUHIXOO\�YDOLGDWHG�LV�NQRZQ�DV�D�³WDLQWHG´�
SDUDPHWHU��7KH�VLPSOHVW�ZD\�WR�ILQG�WDLQWHG�SDUDPHWHU�XVH�LV�WR�KDYH�D�GHWDLOHG�FRGH�UHYLHZ��VHDUFKLQJ�IRU�DOO�WKH�FDOOV�ZKHUH�
LQIRUPDWLRQ�LV�H[WUDFWHG�IURP�DQ�+773�UHTXHVW��)RU�H[DPSOH��LQ�D�-�((�DSSOLFDWLRQ��WKHVH�DUH�WKH�PHWKRGV�LQ�WKH�
+WWS6HUYOHW5HTXHVW�FODVV��7KHQ�\RX�FDQ�IROORZ�WKH�FRGH�WR�VHH�ZKHUH�WKDW�YDULDEOH�JHWV�XVHG��,I�WKH�YDULDEOH�LV�QRW�FKHFNHG�
EHIRUH�LW�LV�XVHG��WKHUH�LV�YHU\�OLNHO\�D�SUREOHP��,Q�3HUO��\RX�VKRXOG�FRQVLGHU�XVLQJ�WKH�³WDLQW´���7��RSWLRQ��

,W�LV�DOVR�SRVVLEOH�WR�ILQG�WDLQWHG�SDUDPHWHU�XVH�E\�XVLQJ�WRROV�OLNH�2:$63¶V�:HE6FDUDE��%\�VXEPLWWLQJ�XQH[SHFWHG�YDOXHV�LQ�
+773�UHTXHVWV�DQG�YLHZLQJ�WKH�ZHE�DSSOLFDWLRQ¶V�UHVSRQVHV��\RX�FDQ�LGHQWLI\�SODFHV�ZKHUH�WDLQWHG�SDUDPHWHUV�DUH�XVHG��

$����+RZ�WR�3URWHFW�<RXUVHOI�

7KH�EHVW�ZD\�WR�SUHYHQW�SDUDPHWHU�WDPSHULQJ�LV�WR�HQVXUH�WKDW�DOO�SDUDPHWHUV�DUH�YDOLGDWHG�EHIRUH�WKH\�DUH�XVHG��$�
FHQWUDOL]HG�FRPSRQHQW�RU�OLEUDU\�LV�OLNHO\�WR�EH�WKH�PRVW�HIIHFWLYH��DV�WKH�FRGH�SHUIRUPLQJ�WKH�FKHFNLQJ�VKRXOG�DOO�EH�LQ�RQH�
SODFH��(DFK�SDUDPHWHU�VKRXOG�EH�FKHFNHG�DJDLQVW�D�VWULFW�IRUPDW�WKDW�VSHFLILHV�H[DFWO\�ZKDW�LQSXW�ZLOO�EH�DOORZHG��³1HJDWLYH´�
DSSURDFKHV�WKDW�LQYROYH�ILOWHULQJ�RXW�FHUWDLQ�EDG�LQSXW�RU�DSSURDFKHV�WKDW�UHO\�RQ�VLJQDWXUHV�DUH�QRW�OLNHO\�WR�EH�HIIHFWLYH�DQG�
PD\�EH�GLIILFXOW�WR�PDLQWDLQ��

3DUDPHWHUV�VKRXOG�EH�YDOLGDWHG�DJDLQVW�D�³SRVLWLYH´�VSHFLILFDWLRQ�WKDW�GHILQHV��

�� 'DWD�W\SH��VWULQJ��LQWHJHU��UHDO��HWF«��

�� $OORZHG�FKDUDFWHU�VHW�

�� 0LQLPXP�DQG�PD[LPXP�OHQJWK�

�� :KHWKHU�QXOO�LV�DOORZHG�

�� :KHWKHU�WKH�SDUDPHWHU�LV�UHTXLUHG�RU�QRW�

�� :KHWKHU�GXSOLFDWHV�DUH�DOORZHG�

�� 1XPHULF�UDQJH�

�� 6SHFLILF�OHJDO�YDOXHV��HQXPHUDWLRQ��

�� 6SHFLILF�SDWWHUQV��UHJXODU�H[SUHVVLRQV��

�

$�QHZ�FODVV�RI�VHFXULW\�GHYLFHV�NQRZQ�DV�ZHE�DSSOLFDWLRQ�ILUHZDOOV�FDQ�SURYLGH�VRPH�SDUDPHWHU�YDOLGDWLRQ�VHUYLFHV��
+RZHYHU��LQ�RUGHU�IRU�WKHP�WR�EH�HIIHFWLYH��WKH�GHYLFH�PXVW�EH�FRQILJXUHG�ZLWK�D�VWULFW�GHILQLWLRQ�RI�ZKDW�LV�YDOLG�IRU�HDFK�
SDUDPHWHU�IRU�\RXU�VLWH��7KLV�LQFOXGHV�SURSHUO\�SURWHFWLQJ�DOO�W\SHV�RI�LQSXW�IURP�WKH�+773�UHTXHVW��LQFOXGLQJ�85/V��IRUPV��
FRRNLHV��TXHU\VWULQJV��KLGGHQ�ILHOGV��DQG�SDUDPHWHUV��

7KH�2:$63�)LOWHUV�SURMHFW�LV�SURGXFLQJ�UHXVDEOH�FRPSRQHQWV�LQ�VHYHUDO�ODQJXDJHV�WR�KHOS�SUHYHQW�PDQ\�IRUPV�RI�SDUDPHWHU�
WDPSHULQJ��7KH�6WLQJHU�+773�UHTXHVW�YDOLGDWLRQ�HQJLQH��VWLQJHU�VRXUFHIRUJH�QHW��ZDV�DOVR�GHYHORSHG�E\�2:$63�IRU�-�((�
HQYLURQPHQWV���
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$��%URNHQ�$FFHVV�&RQWURO�

$����'HVFULSWLRQ�

$FFHVV�FRQWURO��VRPHWLPHV�FDOOHG�DXWKRUL]DWLRQ��LV�KRZ�D�ZHE�DSSOLFDWLRQ�JUDQWV�DFFHVV�WR�FRQWHQW�DQG�IXQFWLRQV�WR�VRPH�
XVHUV�DQG�QRW�RWKHUV��7KHVH�FKHFNV�DUH�SHUIRUPHG�DIWHU�DXWKHQWLFDWLRQ��DQG�JRYHUQ�ZKDW�µDXWKRUL]HG¶�XVHUV�DUH�DOORZHG�WR�GR��
$FFHVV�FRQWURO�VRXQGV�OLNH�D�VLPSOH�SUREOHP�EXW�LV�LQVLGLRXVO\�GLIILFXOW�WR�LPSOHPHQW�FRUUHFWO\��$�ZHE�DSSOLFDWLRQ¶V�DFFHVV�
FRQWURO�PRGHO�LV�FORVHO\�WLHG�WR�WKH�FRQWHQW�DQG�IXQFWLRQV�WKDW�WKH�VLWH�SURYLGHV��,Q�DGGLWLRQ��WKH�XVHUV�PD\�IDOO�LQWR�D�QXPEHU�RI�
JURXSV�RU�UROHV�ZLWK�GLIIHUHQW�DELOLWLHV�RU�SULYLOHJHV��

'HYHORSHUV�IUHTXHQWO\�XQGHUHVWLPDWH�WKH�GLIILFXOW\�RI�LPSOHPHQWLQJ�D�UHOLDEOH�DFFHVV�FRQWURO�PHFKDQLVP��0DQ\�RI�WKHVH�
VFKHPHV�ZHUH�QRW�GHOLEHUDWHO\�GHVLJQHG��EXW�KDYH�VLPSO\�HYROYHG�DORQJ�ZLWK�WKH�ZHE�VLWH��,Q�WKHVH�FDVHV��DFFHVV�FRQWURO�
UXOHV�DUH�LQVHUWHG�LQ�YDULRXV�ORFDWLRQV�DOO�RYHU�WKH�FRGH��$V�WKH�VLWH�QHDUV�GHSOR\PHQW��WKH�DG�KRF�FROOHFWLRQ�RI�UXOHV�EHFRPHV�
VR�XQZLHOG\�WKDW�LW�LV�DOPRVW�LPSRVVLEOH�WR�XQGHUVWDQG��

0DQ\�RI�WKHVH�IODZHG�DFFHVV�FRQWURO�VFKHPHV�DUH�QRW�GLIILFXOW�WR�GLVFRYHU�DQG�H[SORLW��)UHTXHQWO\��DOO�WKDW�LV�UHTXLUHG�LV�WR�FUDIW�
D�UHTXHVW�IRU�IXQFWLRQV�RU�FRQWHQW�WKDW�VKRXOG�QRW�EH�JUDQWHG��2QFH�D�IODZ�LV�GLVFRYHUHG��WKH�FRQVHTXHQFHV�RI�D�IODZHG�
DFFHVV�FRQWURO�VFKHPH�FDQ�EH�GHYDVWDWLQJ��,Q�DGGLWLRQ�WR�YLHZLQJ�XQDXWKRUL]HG�FRQWHQW��DQ�DWWDFNHU�PLJKW�EH�DEOH�WR�FKDQJH�
RU�GHOHWH�FRQWHQW��SHUIRUP�XQDXWKRUL]HG�IXQFWLRQV��RU�HYHQ�WDNH�RYHU�VLWH�DGPLQLVWUDWLRQ��

2QH�VSHFLILF�W\SH�RI�DFFHVV�FRQWURO�SUREOHP�LV�DGPLQLVWUDWLYH�LQWHUIDFHV�WKDW�DOORZ�VLWH�DGPLQLVWUDWRUV�WR�PDQDJH�D�VLWH�RYHU�
WKH�,QWHUQHW��6XFK�IHDWXUHV�DUH�IUHTXHQWO\�XVHG�WR�DOORZ�VLWH�DGPLQLVWUDWRUV�WR�HIILFLHQWO\�PDQDJH�XVHUV��GDWD��DQG�FRQWHQW�RQ�
WKHLU�VLWH��,Q�PDQ\�LQVWDQFHV��VLWHV�VXSSRUW�D�YDULHW\�RI�DGPLQLVWUDWLYH�UROHV�WR�DOORZ�ILQHU�JUDQXODULW\�RI�VLWH�DGPLQLVWUDWLRQ��'XH�
WR�WKHLU�SRZHU��WKHVH�LQWHUIDFHV�DUH�IUHTXHQWO\�SULPH�WDUJHWV�IRU�DWWDFN�E\�ERWK�RXWVLGHUV�DQG�LQVLGHUV��

$����(QYLURQPHQWV�$IIHFWHG�

$OO�NQRZQ�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQPHQWV�DUH�VXVFHSWLEOH�WR�DW�OHDVW�VRPH�RI�WKHVH�
LVVXHV��(YHQ�LI�D�VLWH�LV�FRPSOHWHO\�VWDWLF��LI�LW�LV�QRW�FRQILJXUHG�SURSHUO\��KDFNHUV�FRXOG�JDLQ�DFFHVV�WR�VHQVLWLYH�ILOHV�DQG�
GHIDFH�WKH�VLWH��RU�SHUIRUP�RWKHU�PLVFKLHI���

$����([DPSOHV�DQG�5HIHUHQFHV�

�� 2:$63�*XLGH�WR�%XLOGLQJ�6HFXUH�:HE�$SSOLFDWLRQV�DQG�:HE�6HUYLFHV��&KDSWHU����$FFHVV�&RQWURO��
KWWS���ZZZ�RZDVS�RUJ�JXLGH��

�� $FFHVV�&RQWURO��DND�$XWKRUL]DWLRQ��LQ�<RXU�-�((�$SSOLFDWLRQ�
KWWS���ZZZ�RZDVS�RUJ�FROXPQV�MHIIZLOOLDPV�MHIIZLOOLDPV���

�� KWWS���ZZZ�LQIRVHFXULW\PDJ�FRP������MXQ�LQVHFXULW\�VKWPO��

$����+RZ�WR�'HWHUPLQH�,I�<RX�$UH�9XOQHUDEOH�

9LUWXDOO\�DOO�VLWHV�KDYH�VRPH�DFFHVV�FRQWURO�UHTXLUHPHQWV��7KHUHIRUH��DQ�DFFHVV�FRQWURO�SROLF\�VKRXOG�EH�FOHDUO\�GRFXPHQWHG��
$OVR��WKH�GHVLJQ�GRFXPHQWDWLRQ�VKRXOG�FDSWXUH�DQ�DSSURDFK�IRU�HQIRUFLQJ�WKLV�SROLF\��,I�WKLV�GRFXPHQWDWLRQ�GRHV�QRW�H[LVW��
WKHQ�D�VLWH�LV�OLNHO\�WR�EH�YXOQHUDEOH��

7KH�FRGH�WKDW�LPSOHPHQWV�WKH�DFFHVV�FRQWURO�SROLF\�VKRXOG�EH�FKHFNHG��6XFK�FRGH�VKRXOG�EH�ZHOO�VWUXFWXUHG��PRGXODU��DQG�
PRVW�OLNHO\�FHQWUDOL]HG��$�GHWDLOHG�FRGH�UHYLHZ�VKRXOG�EH�SHUIRUPHG�WR�YDOLGDWH�WKH�FRUUHFWQHVV�RI�WKH�DFFHVV�FRQWURO�
LPSOHPHQWDWLRQ��,Q�DGGLWLRQ��SHQHWUDWLRQ�WHVWLQJ�FDQ�EH�TXLWH�XVHIXO�LQ�GHWHUPLQLQJ�LI�WKHUH�DUH�SUREOHPV�LQ�WKH�DFFHVV�FRQWURO�
VFKHPH��

�
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)LQG�RXW�KRZ�\RXU�ZHEVLWH�LV�DGPLQLVWUDWHG��<RX�ZDQW�WR�GLVFRYHU�KRZ�FKDQJHV�DUH�PDGH�WR�ZHESDJHV��ZKHUH�WKH\�DUH�
WHVWHG��DQG�KRZ�WKH\�DUH�WUDQVSRUWHG�WR�WKH�SURGXFWLRQ�VHUYHU��,I�DGPLQLVWUDWRUV�FDQ�PDNH�FKDQJHV�UHPRWHO\��\RX�ZDQW�WR�
NQRZ�KRZ�WKRVH�FRPPXQLFDWLRQV�FKDQQHOV�DUH�SURWHFWHG��&DUHIXOO\�UHYLHZ�HDFK�LQWHUIDFH�WR�PDNH�VXUH�WKDW�RQO\�DXWKRUL]HG�
DGPLQLVWUDWRUV�DUH�DOORZHG�DFFHVV��$OVR��LI�WKHUH�DUH�GLIIHUHQW�W\SHV�RU�JURXSLQJV�RI�GDWD�WKDW�FDQ�EH�DFFHVVHG�WKURXJK�WKH�
LQWHUIDFH��PDNH�VXUH�WKDW�RQO\�DXWKRUL]HG�GDWD�FDQ�EH�DFFHVVHG�DV�ZHOO��,I�VXFK�LQWHUIDFHV�HPSOR\�H[WHUQDO�FRPPDQGV��
UHYLHZ�WKH�XVH�RI�VXFK�FRPPDQGV�WR�PDNH�VXUH�WKH\�DUH�QRW�VXEMHFW�WR�DQ\�RI�WKH�FRPPDQG�LQMHFWLRQ�IODZV�GHVFULEHG�LQ�WKLV�
SDSHU��

$����+RZ�WR�3URWHFW�<RXUVHOI�

7KH�PRVW�LPSRUWDQW�VWHS�LV�WR�WKLQN�WKURXJK�DQ�DSSOLFDWLRQ¶V�DFFHVV�FRQWURO�UHTXLUHPHQWV�DQG�FDSWXUH�LW�LQ�D�ZHE�DSSOLFDWLRQ�
VHFXULW\�SROLF\��:H�VWURQJO\�UHFRPPHQG�WKH�XVH�RI�DQ�DFFHVV�FRQWURO�PDWUL[�WR�GHILQH�WKH�DFFHVV�FRQWURO�UXOHV��:LWKRXW�
GRFXPHQWLQJ�WKH�VHFXULW\�SROLF\��WKHUH�LV�QR�GHILQLWLRQ�RI�ZKDW�LW�PHDQV�WR�EH�VHFXUH�IRU�WKDW�VLWH��7KH�SROLF\�VKRXOG�GRFXPHQW�
ZKDW�W\SHV�RI�XVHUV�FDQ�DFFHVV�WKH�V\VWHP��DQG�ZKDW�IXQFWLRQV�DQG�FRQWHQW�HDFK�RI�WKHVH�W\SHV�RI�XVHUV�VKRXOG�EH�DOORZHG�
WR�DFFHVV��7KH�DFFHVV�FRQWURO�PHFKDQLVP�VKRXOG�EH�H[WHQVLYHO\�WHVWHG�WR�EH�VXUH�WKDW�WKHUH�LV�QR�ZD\�WR�E\SDVV�LW��7KLV�
WHVWLQJ�UHTXLUHV�D�YDULHW\�RI�DFFRXQWV�DQG�H[WHQVLYH�DWWHPSWV�WR�DFFHVV�XQDXWKRUL]HG�FRQWHQW�RU�IXQFWLRQV��

6RPH�VSHFLILF�DFFHVV�FRQWURO�LVVXHV�LQFOXGH��

�� ,QVHFXUH�,G¶V�±�0RVW�ZHE�VLWHV�XVH�VRPH�IRUP�RI�LG��NH\��RU�LQGH[�DV�D�ZD\�WR�UHIHUHQFH�XVHUV��UROHV��FRQWHQW��
REMHFWV��RU�IXQFWLRQV��,I�DQ�DWWDFNHU�FDQ�JXHVV�WKHVH�LG¶V��DQG�WKH�VXSSOLHG�YDOXHV�DUH�QRW�YDOLGDWHG�WR�HQVXUH�WKH�DUH�
DXWKRUL]HG�IRU�WKH�FXUUHQW�XVHU��WKH�DWWDFNHU�FDQ�H[HUFLVH�WKH�DFFHVV�FRQWURO�VFKHPH�IUHHO\�WR�VHH�ZKDW�WKH\�FDQ�
DFFHVV��:HE�DSSOLFDWLRQV�VKRXOG�QRW�UHO\�RQ�WKH�VHFUHF\�RI�DQ\�LG¶V�IRU�SURWHFWLRQ���

�� )RUFHG�%URZVLQJ�3DVW�$FFHVV�&RQWURO�&KHFNV�±�PDQ\�VLWHV�UHTXLUH�XVHUV�WR�SDVV�FHUWDLQ�FKHFNV�EHIRUH�EHLQJ�
JUDQWHG�DFFHVV�WR�FHUWDLQ�85/V�WKDW�DUH�W\SLFDOO\�µGHHSHU¶�GRZQ�LQ�WKH�VLWH��7KHVH�FKHFNV�PXVW�QRW�EH�E\SDVVDEOH�
E\�D�XVHU�WKDW�VLPSO\�VNLSV�RYHU�WKH�SDJH�ZLWK�WKH�VHFXULW\�FKHFN��

�� 3DWK�7UDYHUVDO�±�7KLV�DWWDFN�LQYROYHV�SURYLGLQJ�UHODWLYH�SDWK�LQIRUPDWLRQ��H�J���³������WDUJHWBGLU�WDUJHWBILOH´��DV�SDUW�RI�D�
UHTXHVW�IRU�LQIRUPDWLRQ��6XFK�DWWDFNV�WU\�WR�DFFHVV�ILOHV�WKDW�DUH�QRUPDOO\�QRW�GLUHFWO\�DFFHVVLEOH�E\�DQ\RQH��RU�ZRXOG�
RWKHUZLVH�EH�GHQLHG�LI�UHTXHVWHG�GLUHFWO\��6XFK�DWWDFNV�FDQ�EH�VXEPLWWHG�LQ�85/V�DV�ZHOO�DV�DQ\�RWKHU�LQSXW�WKDW�
XOWLPDWHO\�DFFHVVHV�D�ILOH��L�H���V\VWHP�FDOOV�DQG�VKHOO�FRPPDQGV���

�� )LOH�3HUPLVVLRQV�±�0DQ\�ZHE�DQG�DSSOLFDWLRQ�VHUYHUV�UHO\�RQ�DFFHVV�FRQWURO�OLVWV�SURYLGHG�E\�WKH�ILOH�V\VWHP�RI�WKH�
XQGHUO\LQJ�SODWIRUP��(YHQ�LI�DOPRVW�DOO�GDWD�LV�VWRUHG�RQ�EDFNHQG�VHUYHUV��WKHUH�DUH�DOZD\V�ILOHV�VWRUHG�ORFDOO\�RQ�WKH�
ZHE�DQG�DSSOLFDWLRQ�VHUYHU�WKDW�VKRXOG�QRW�EH�SXEOLFO\�DFFHVVLEOH��SDUWLFXODUO\�FRQILJXUDWLRQ�ILOHV��GHIDXOW�ILOHV��DQG�
VFULSWV�WKDW�DUH�LQVWDOOHG�RQ�PRVW�ZHE�DQG�DSSOLFDWLRQ�VHUYHUV��2QO\�ILOHV�WKDW�DUH�VSHFLILFDOO\�LQWHQGHG�WR�EH�
SUHVHQWHG�WR�ZHE�XVHUV�VKRXOG�EH�PDUNHG�DV�UHDGDEOH�XVLQJ�WKH�26¶V�SHUPLVVLRQV�PHFKDQLVP��PRVW�GLUHFWRULHV�
VKRXOG�QRW�EH�UHDGDEOH��DQG�YHU\�IHZ�ILOHV��LI�DQ\��VKRXOG�EH�PDUNHG�H[HFXWDEOH��

�� &OLHQW�6LGH�&DFKLQJ�±�0DQ\�XVHUV�DFFHVV�ZHE�DSSOLFDWLRQV�IURP�VKDUHG�FRPSXWHUV�ORFDWHG�LQ�OLEUDULHV��VFKRROV��
DLUSRUWV��DQG�RWKHU�SXEOLF�DFFHVV�SRLQWV��%URZVHUV�IUHTXHQWO\�FDFKH�ZHE�SDJHV�WKDW�FDQ�EH�DFFHVVHG�E\�DWWDFNHUV�
WR�JDLQ�DFFHVV�WR�RWKHUZLVH�LQDFFHVVLEOH�SDUWV�RI�VLWHV��'HYHORSHUV�VKRXOG�XVH�PXOWLSOH�PHFKDQLVPV��LQFOXGLQJ�
+773�KHDGHUV�DQG�PHWD�WDJV��WR�EH�VXUH�WKDW�SDJHV�FRQWDLQLQJ�VHQVLWLYH�LQIRUPDWLRQ�DUH�QRW�FDFKHG�E\�XVHU¶V�
EURZVHUV��

�

7KHUH�DUH�VRPH�DSSOLFDWLRQ�OD\HU�VHFXULW\�FRPSRQHQWV�WKDW�FDQ�DVVLVW�LQ�WKH�SURSHU�HQIRUFHPHQW�RI�VRPH�DVSHFWV�RI�\RXU�
DFFHVV�FRQWURO�VFKHPH��$JDLQ��DV�IRU�SDUDPHWHU�YDOLGDWLRQ��WR�EH�HIIHFWLYH��WKH�FRPSRQHQW�PXVW�EH�FRQILJXUHG�ZLWK�D�VWULFW�
GHILQLWLRQ�RI�ZKDW�DFFHVV�UHTXHVWV�DUH�YDOLG�IRU�\RXU�VLWH��:KHQ�XVLQJ�VXFK�D�FRPSRQHQW��\RX�PXVW�EH�FDUHIXO�WR�XQGHUVWDQG�
H[DFWO\�ZKDW�DFFHVV�FRQWURO�DVVLVWDQFH�WKH�FRPSRQHQW�FDQ�SURYLGH�IRU�\RX�JLYHQ�\RXU�VLWH¶V�VHFXULW\�SROLF\��DQG�ZKDW�SDUW�RI�
\RXU�DFFHVV�FRQWURO�SROLF\�WKDW�WKH�FRPSRQHQW�FDQQRW�GHDO�ZLWK��DQG�WKHUHIRUH�PXVW�EH�SURSHUO\�GHDOW�ZLWK�LQ�\RXU�RZQ�FXVWRP�
FRGH��

)RU�DGPLQLVWUDWLYH�IXQFWLRQV��WKH�SULPDU\�UHFRPPHQGDWLRQ�LV�WR�QHYHU�DOORZ�DGPLQLVWUDWRU�DFFHVV�WKURXJK�WKH�IURQW�GRRU�RI�
\RXU�VLWH�LI�DW�DOO�SRVVLEOH��*LYHQ�WKH�SRZHU�RI�WKHVH�LQWHUIDFHV��PRVW�RUJDQL]DWLRQV�VKRXOG�QRW�DFFHSW�WKH�ULVN�RI�PDNLQJ�WKHVH�
LQWHUIDFHV�DYDLODEOH�WR�RXWVLGH�DWWDFN��,I�UHPRWH�DGPLQLVWUDWRU�DFFHVV�LV�DEVROXWHO\�UHTXLUHG��WKLV�FDQ�EH�DFFRPSOLVKHG�ZLWKRXW�
RSHQLQJ�WKH�IURQW�GRRU�RI�WKH�VLWH��7KH�XVH�RI�931�WHFKQRORJ\�FRXOG�EH�XVHG�WR�SURYLGH�DQ�RXWVLGH�DGPLQLVWUDWRU�DFFHVV�WR�WKH�
LQWHUQDO�FRPSDQ\��RU�VLWH��QHWZRUN�IURP�ZKLFK�DQ�DGPLQLVWUDWRU�FDQ�WKHQ�DFFHVV�WKH�VLWH�WKURXJK�D�SURWHFWHG�EDFNHQG�
FRQQHFWLRQ��
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$��%URNHQ�$XWKHQWLFDWLRQ�DQG�6HVVLRQ�0DQDJHPHQW�

$����'HVFULSWLRQ�

$XWKHQWLFDWLRQ�DQG�VHVVLRQ�PDQDJHPHQW�LQFOXGHV�DOO�DVSHFWV�RI�KDQGOLQJ�XVHU�DXWKHQWLFDWLRQ�DQG�PDQDJLQJ�DFWLYH�VHVVLRQV��
$XWKHQWLFDWLRQ�LV�D�FULWLFDO�DVSHFW�RI�WKLV�SURFHVV��EXW�HYHQ�VROLG�DXWKHQWLFDWLRQ�PHFKDQLVPV�FDQ�EH�XQGHUPLQHG�E\�IODZHG�
FUHGHQWLDO�PDQDJHPHQW�IXQFWLRQV��LQFOXGLQJ�SDVVZRUG�FKDQJH��IRUJRW�P\�SDVVZRUG��UHPHPEHU�P\�SDVVZRUG��DFFRXQW�
XSGDWH��DQG�RWKHU�UHODWHG�IXQFWLRQV��%HFDXVH�³ZDON�E\´�DWWDFNV�DUH�OLNHO\�IRU�PDQ\�ZHE�DSSOLFDWLRQV��DOO�DFFRXQW�PDQDJHPHQW�
IXQFWLRQV�VKRXOG�UHTXLUH�UHDXWKHQWLFDWLRQ�HYHQ�LI�WKH�XVHU�KDV�D�YDOLG�VHVVLRQ�LG��

8VHU�DXWKHQWLFDWLRQ�RQ�WKH�ZHE�W\SLFDOO\�LQYROYHV�WKH�XVH�RI�D�XVHULG�DQG�SDVVZRUG��6WURQJHU�PHWKRGV�RI�DXWKHQWLFDWLRQ�DUH�
FRPPHUFLDOO\�DYDLODEOH�VXFK�DV�VRIWZDUH�DQG�KDUGZDUH�EDVHG�FU\SWRJUDSKLF�WRNHQV�RU�ELRPHWULFV��EXW�VXFK�PHFKDQLVPV�DUH�
FRVW�SURKLELWLYH�IRU�PRVW�ZHE�DSSOLFDWLRQV��$�ZLGH�DUUD\�RI�DFFRXQW�DQG�VHVVLRQ�PDQDJHPHQW�IODZV�FDQ�UHVXOW�LQ�WKH�
FRPSURPLVH�RI�XVHU�RU�V\VWHP�DGPLQLVWUDWLRQ�DFFRXQWV��'HYHORSPHQW�WHDPV�IUHTXHQWO\�XQGHUHVWLPDWH�WKH�FRPSOH[LW\�RI�
GHVLJQLQJ�DQ�DXWKHQWLFDWLRQ�DQG�VHVVLRQ�PDQDJHPHQW�VFKHPH�WKDW�DGHTXDWHO\�SURWHFWV�FUHGHQWLDOV�LQ�DOO�DVSHFWV�RI�WKH�VLWH��

:HE�DSSOLFDWLRQV�PXVW�HVWDEOLVK�VHVVLRQV�WR�NHHS�WUDFN�RI�WKH�VWUHDP�RI�UHTXHVWV�IURP�HDFK�XVHU��+773�GRHV�QRW�SURYLGH�WKLV�
FDSDELOLW\��VR�ZHE�DSSOLFDWLRQV�PXVW�FUHDWH�LW�WKHPVHOYHV��)UHTXHQWO\��WKH�ZHE�DSSOLFDWLRQ�HQYLURQPHQW�SURYLGHV�D�VHVVLRQ�
FDSDELOLW\��EXW�PDQ\�GHYHORSHUV�SUHIHU�WR�FUHDWH�WKHLU�RZQ�VHVVLRQ�WRNHQV��,Q�HLWKHU�FDVH��LI�WKH�VHVVLRQ�WRNHQV�DUH�QRW�
SURSHUO\�SURWHFWHG��DQ�DWWDFNHU�FDQ�KLMDFN�DQ�DFWLYH�VHVVLRQ�DQG�DVVXPH�WKH�LGHQWLW\�RI�D�XVHU��&UHDWLQJ�D�VFKHPH�WR�FUHDWH�
VWURQJ�VHVVLRQ�WRNHQV�DQG�SURWHFW�WKHP�WKURXJKRXW�WKHLU�OLIHF\FOH�KDV�SURYHQ�HOXVLYH�IRU�PDQ\�GHYHORSHUV��

8QOHVV�DOO�DXWKHQWLFDWLRQ�FUHGHQWLDOV�DQG�VHVVLRQ�LGHQWLILHUV�DUH�SURWHFWHG�ZLWK�66/�DW�DOO�WLPHV�DQG�SURWHFWHG�DJDLQVW�
GLVFORVXUH�IURP�RWKHU�IODZV��VXFK�DV�FURVV�VLWH�VFULSWLQJ��DQ�DWWDFNHU�FDQ�KLMDFN�D�XVHU¶V�VHVVLRQ�DQG�DVVXPH�WKHLU�LGHQWLW\��

$����(QYLURQPHQWV�$IIHFWHG�

$OO�NQRZQ�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQPHQWV�DUH�VXVFHSWLEOH�WR�EURNHQ�DXWKHQWLFDWLRQ�DQG�
VHVVLRQ�PDQDJHPHQW�LVVXHV��

$����([DPSOHV�DQG�5HIHUHQFHV�

�� 2:$63�*XLGH�WR�%XLOGLQJ�6HFXUH�:HE�$SSOLFDWLRQV�DQG�:HE�6HUYLFHV��&KDSWHU����$XWKHQWLFDWLRQ�DQG�&KDSWHU����
6HVVLRQ�0DQDJHPHQW��KWWS���ZZZ�RZDVS�RUJ�JXLGH��

�� :KLWH�SDSHU�RQ�WKH�6HVVLRQ�)L[DWLRQ�9XOQHUDELOLW\�LQ�:HE�EDVHG�$SSOLFDWLRQV��
KWWS���ZZZ�DFURV�VL�SDSHUV�VHVVLRQBIL[DWLRQ�SGI�

�� :KLWH�SDSHU�RQ�3DVVZRUG�5HFRYHU\�IRU�:HE�EDVHG�$SSOLFDWLRQV����
KWWS���ILVKERZO�SDVWLFKH�RUJ�DUFKLYHV�GRFV�3DVVZRUG5HFRYHU\�SGI�

$����+RZ�WR�'HWHUPLQH�,I�<RX�$UH�9XOQHUDEOH�

%RWK�FRGH�UHYLHZ�DQG�SHQHWUDWLRQ�WHVWLQJ�FDQ�EH�XVHG�WR�GLDJQRVH�DXWKHQWLFDWLRQ�DQG�VHVVLRQ�PDQDJHPHQW�SUREOHPV��
&DUHIXOO\�UHYLHZ�HDFK�DVSHFW�RI�\RXU�DXWKHQWLFDWLRQ�PHFKDQLVPV�WR�HQVXUH�WKDW�XVHU¶V�FUHGHQWLDOV�DUH�SURWHFWHG�DW�DOO�WLPHV��
ZKLOH�WKH\�DUH�DW�UHVW��H�J���RQ�GLVN���DQG�ZKLOH�WKH\�DUH�LQ�WUDQVLW��H�J���GXULQJ�ORJLQ���5HYLHZ�HYHU\�DYDLODEOH�PHFKDQLVP�IRU�
FKDQJLQJ�D�XVHU¶V�FUHGHQWLDOV�WR�HQVXUH�WKDW�RQO\�DQ�DXWKRUL]HG�XVHU�FDQ�FKDQJH�WKHP��5HYLHZ�\RXU�VHVVLRQ�PDQDJHPHQW�
PHFKDQLVP�WR�HQVXUH�WKDW�VHVVLRQ�LGHQWLILHUV�DUH�DOZD\V�SURWHFWHG�DQG�DUH�XVHG�LQ�VXFK�D�ZD\�DV�WR�PLQLPL]H�WKH�OLNHOLKRRG�
RI�DFFLGHQWDO�RU�KRVWLOH�H[SRVXUH��
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$����+RZ�WR�3URWHFW�<RXUVHOI�

&DUHIXO�DQG�SURSHU�XVH�RI�FXVWRP�RU�RII�WKH�VKHOI�DXWKHQWLFDWLRQ�DQG�VHVVLRQ�PDQDJHPHQW�PHFKDQLVPV�VKRXOG�VLJQLILFDQWO\�
UHGXFH�WKH�OLNHOLKRRG�RI�D�SUREOHP�LQ�WKLV�DUHD��'HILQLQJ�DQG�GRFXPHQWLQJ�\RXU�VLWH¶V�SROLF\�ZLWK�UHVSHFW�WR�VHFXUHO\�PDQDJLQJ�
XVHUV�FUHGHQWLDOV�LV�D�JRRG�ILUVW�VWHS��(QVXULQJ�WKDW�\RXU�LPSOHPHQWDWLRQ�FRQVLVWHQWO\�HQIRUFHV�WKLV�SROLF\�LV�NH\�WR�KDYLQJ�D�
VHFXUH�DQG�UREXVW�DXWKHQWLFDWLRQ�DQG�VHVVLRQ�PDQDJHPHQW�PHFKDQLVP��6RPH�FULWLFDO�DUHDV�LQFOXGH��

�� 3DVVZRUG�6WUHQJWK���SDVVZRUGV�VKRXOG�KDYH�UHVWULFWLRQV�WKDW�UHTXLUH�D�PLQLPXP�VL]H�DQG�FRPSOH[LW\�IRU�WKH�
SDVVZRUG��&RPSOH[LW\�W\SLFDOO\�UHTXLUHV�WKH�XVH�RI�PLQLPXP�FRPELQDWLRQV�RI�DOSKDEHWLF��QXPHULF��DQG�RU�QRQ�
DOSKDQXPHULF�FKDUDFWHUV�LQ�D�XVHU¶V�SDVVZRUG��H�J���DW�OHDVW�RQH�RI�HDFK���8VHUV�VKRXOG�EH�UHTXLUHG�WR�FKDQJH�WKHLU�
SDVVZRUG�SHULRGLFDOO\��8VHUV�VKRXOG�EH�SUHYHQWHG�IURP�UHXVLQJ�SUHYLRXV�SDVVZRUGV��

�� 3DVVZRUG�8VH���8VHUV�VKRXOG�EH�UHVWULFWHG�WR�D�GHILQHG�QXPEHU�RI�ORJLQ�DWWHPSWV�SHU�XQLW�RI�WLPH�DQG�UHSHDWHG�
IDLOHG�ORJLQ�DWWHPSWV�VKRXOG�EH�ORJJHG��3DVVZRUGV�SURYLGHG�GXULQJ�IDLOHG�ORJLQ�DWWHPSWV�VKRXOG�QRW�EH�UHFRUGHG��DV�
WKLV�PD\�H[SRVH�D�XVHU¶V�SDVVZRUG�WR�ZKRHYHU�FDQ�JDLQ�DFFHVV�WR�WKLV�ORJ��7KH�V\VWHP�VKRXOG�QRW�LQGLFDWH�ZKHWKHU�
LW�ZDV�WKH�XVHUQDPH�RU�SDVVZRUG�WKDW�ZDV�ZURQJ�LI�D�ORJLQ�DWWHPSW�IDLOV��8VHUV�VKRXOG�EH�LQIRUPHG�RI�WKH�GDWH�WLPH�
RI�WKHLU�ODVW�VXFFHVVIXO�ORJLQ�DQG�WKH�QXPEHU�RI�IDLOHG�DFFHVV�DWWHPSWV�WR�WKHLU�DFFRXQW�VLQFH�WKDW�WLPH��

�� 3DVVZRUG�&KDQJH�&RQWUROV��$�VLQJOH�SDVVZRUG�FKDQJH�PHFKDQLVP�VKRXOG�EH�XVHG�ZKHUHYHU�XVHUV�DUH�DOORZHG�WR�
FKDQJH�D�SDVVZRUG��UHJDUGOHVV�RI�WKH�VLWXDWLRQ��8VHUV�VKRXOG�DOZD\V�EH�UHTXLUHG�WR�SURYLGH�ERWK�WKHLU�ROG�DQG�QHZ�
SDVVZRUG�ZKHQ�FKDQJLQJ�WKHLU�SDVVZRUG��OLNH�DOO�DFFRXQW�LQIRUPDWLRQ���,I�IRUJRWWHQ�SDVVZRUGV�DUH�HPDLOHG�WR�XVHUV��
WKH�V\VWHP�VKRXOG�UHTXLUH�WKH�XVHU�WR�UHDXWKHQWLFDWH�ZKHQHYHU�WKH�XVHU�LV�FKDQJLQJ�WKHLU�H�PDLO�DGGUHVV��RWKHUZLVH�
DQ�DWWDFNHU�ZKR�WHPSRUDULO\�KDV�DFFHVV�WR�WKHLU�VHVVLRQ��H�J���E\�ZDONLQJ�XS�WR�WKHLU�FRPSXWHU�ZKLOH�WKH\�DUH�ORJJHG�
LQ��FDQ�VLPSO\�FKDQJH�WKHLU�H�PDLO�DGGUHVV�DQG�UHTXHVW�D�µIRUJRWWHQ¶�SDVVZRUG�EH�PDLOHG�WR�WKHP��

�� 3DVVZRUG�6WRUDJH���$OO�SDVVZRUGV�PXVW�EH�VWRUHG�LQ�HLWKHU�KDVKHG�RU�HQFU\SWHG�IRUP�WR�SURWHFW�WKHP�IURP�
H[SRVXUH��UHJDUGOHVV�RI�ZKHUH�WKH\�DUH�VWRUHG��+DVKHG�IRUP�LV�SUHIHUUHG�VLQFH�LW�LV�QRW�UHYHUVLEOH��(QFU\SWLRQ�VKRXOG�
EH�XVHG�ZKHQ�WKH�SODLQWH[W�SDVVZRUG�LV�QHHGHG��VXFK�DV�ZKHQ�XVLQJ�WKH�SDVVZRUG�WR�ORJLQ�WR�DQRWKHU�V\VWHP��
3DVVZRUGV�VKRXOG�QHYHU�EH�KDUGFRGHG�LQ�DQ\�VRXUFH�FRGH��'HFU\SWLRQ�NH\V�PXVW�EH�VWURQJO\�SURWHFWHG�WR�HQVXUH�
WKDW�WKH\�FDQQRW�EH�JUDEEHG�DQG�XVHG�WR�GHFU\SW�WKH�SDVVZRUG�ILOH���

�� 3URWHFWLQJ�&UHGHQWLDOV�LQ�7UDQVLW���7KH�RQO\�HIIHFWLYH�WHFKQLTXH�LV�WR�HQFU\SW�WKH�HQWLUH�ORJLQ�WUDQVDFWLRQ�XVLQJ�
VRPHWKLQJ�OLNH�66/��6LPSOH�WUDQVIRUPDWLRQV�RI�WKH�SDVVZRUG�VXFK�DV�KDVKLQJ�LW�RQ�WKH�FOLHQW�SULRU�WR�WUDQVPLVVLRQ�
SURYLGH�OLWWOH�SURWHFWLRQ�DV�WKH�KDVKHG�YHUVLRQ�FDQ�VLPSO\�EH�LQWHUFHSWHG�DQG�UHWUDQVPLWWHG�HYHQ�WKRXJK�WKH�DFWXDO�
SODLQWH[W�SDVVZRUG�PLJKW�QRW�EH�NQRZQ��

�� 6HVVLRQ�,'�3URWHFWLRQ�±�,GHDOO\��D�XVHU¶V�HQWLUH�VHVVLRQ�VKRXOG�EH�SURWHFWHG�YLD�66/��,I�WKLV�LV�GRQH��WKHQ�WKH�VHVVLRQ�
,'��H�J���VHVVLRQ�FRRNLH��FDQQRW�EH�JUDEEHG�RII�WKH�QHWZRUN��ZKLFK�LV�WKH�ELJJHVW�ULVN�RI�H[SRVXUH�IRU�D�VHVVLRQ�,'��,I�
66/�LV�QRW�YLDEOH�IRU�SHUIRUPDQFH�RU�RWKHU�UHDVRQV�WKHQ�VHVVLRQ�,'V�WKHPVHOYHV�PXVW�EH�SURWHFWHG�LQ�RWKHU�ZD\V��
)LUVW��WKH\�VKRXOG�QHYHU�EH�LQFOXGHG�LQ�WKH�85/�DV�WKH\�FDQ�EH�FDFKHG�E\�WKH�EURZVHU��VHQW�LQ�WKH�UHIHUUHU�KHDGHU��
RU�DFFLGHQWDOO\�IRUZDUGHG�WR�D�µIULHQG¶��6HVVLRQ�,'V�VKRXOG�EH�ORQJ��FRPSOLFDWHG��UDQGRP�QXPEHUV�WKDW�FDQQRW�EH�
HDVLO\�JXHVVHG��6HVVLRQ�,'V�FDQ�DOVR�EH�FKDQJHG�IUHTXHQWO\�GXULQJ�D�VHVVLRQ�WR�UHGXFH�KRZ�ORQJ�D�VHVVLRQ�,'�LV�
YDOLG��6HVVLRQ�,'V�PXVW�EH�FKDQJHG�ZKHQ�VZLWFKLQJ�WR�66/��DXWKHQWLFDWLQJ��RU�RWKHU�PDMRU�WUDQVLWLRQV��6HVVLRQ�,'V�
FKRVHQ�E\�D�XVHU�VKRXOG�QHYHU�EH�DFFHSWHG��

�� $FFRXQW�/LVWV���6\VWHPV�VKRXOG�EH�GHVLJQHG�WR�DYRLG�DOORZLQJ�XVHUV�WR�JDLQ�DFFHVV�WR�D�OLVW�RI�WKH�DFFRXQW�QDPHV�
RQ�WKH�VLWH��,I�OLVWV�RI�XVHUV�PXVW�EH�SUHVHQWHG��LW�LV�UHFRPPHQGHG�WKDW�VRPH�IRUP�RI�SVHXGRQ\P��VFUHHQ�QDPH��WKDW�
PDSV�WR�WKH�DFWXDO�DFFRXQW�EH�OLVWHG�LQVWHDG��7KDW�ZD\��WKH�SVHXGRQ\P�FDQ¶W�EH�XVHG�GXULQJ�D�ORJLQ�DWWHPSW�RU�
VRPH�RWKHU�KDFN�WKDW�JRHV�DIWHU�D�XVHU¶V�DFFRXQW��

�� %URZVHU�&DFKLQJ�±�$XWKHQWLFDWLRQ�DQG�VHVVLRQ�GDWD�VKRXOG�QHYHU�EH�VXEPLWWHG�DV�SDUW�RI�D�*(7��3267�VKRXOG�
DOZD\V�EH�XVHG�LQVWHDG��$XWKHQWLFDWLRQ�SDJHV�VKRXOG�EH�PDUNHG�ZLWK�DOO�YDULHWLHV�RI�WKH�QR�FDFKH�WDJ�WR�SUHYHQW�
VRPHRQH�IURP�XVLQJ�WKH�EDFN�EXWWRQ�LQ�D�XVHU¶V�EURZVHU�WR�EDFNXS�WR�WKH�ORJLQ�SDJH�DQG�UHVXEPLW�WKH�SUHYLRXVO\�
W\SHG�LQ�FUHGHQWLDOV��0DQ\�EURZVHUV�QRZ�VXSSRUW�WKH�DXWRFRPSOHWH IDOVH�IODJ�WR�SUHYHQW�VWRULQJ�RI�FUHGHQWLDOV�LQ�
DXWRFRPSOHWH�FDFKHV��

�� 7UXVW�5HODWLRQVKLSV�±�<RXU�VLWH�DUFKLWHFWXUH�VKRXOG�DYRLG�LPSOLFLW�WUXVW�EHWZHHQ�FRPSRQHQWV�ZKHQHYHU�SRVVLEOH��
(DFK�FRPSRQHQW�VKRXOG�DXWKHQWLFDWH�LWVHOI�WR�DQ\�RWKHU�FRPSRQHQW�LW�LV�LQWHUDFWLQJ�ZLWK�XQOHVV�WKHUH�LV�D�VWURQJ�
UHDVRQ�QRW�WR��VXFK�DV�SHUIRUPDQFH�RU�ODFN�RI�D�XVDEOH�PHFKDQLVP���,I�WUXVW�UHODWLRQVKLSV�DUH�UHTXLUHG��VWURQJ�
SURFHGXUDO�DQG�DUFKLWHFWXUH�PHFKDQLVPV�VKRXOG�EH�LQ�SODFH�WR�HQVXUH�WKDW�VXFK�WUXVW�FDQQRW�EH�DEXVHG�DV�WKH�VLWH�
DUFKLWHFWXUH�HYROYHV�RYHU�WLPH��
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$��&URVV�6LWH�6FULSWLQJ��;66��)ODZV�

$����'HVFULSWLRQ�

&URVV�VLWH�VFULSWLQJ��VRPHWLPHV�UHIHUUHG�WR�DV�;66��YXOQHUDELOLWLHV�RFFXU�ZKHQ�DQ�DWWDFNHU�XVHV�D�ZHE�DSSOLFDWLRQ�WR�VHQG�
PDOLFLRXV�FRGH��JHQHUDOO\�LQ�WKH�IRUP�RI�D�VFULSW��WR�D�GLIIHUHQW�HQG�XVHU��7KHVH�IODZV�DUH�TXLWH�ZLGHVSUHDG�DQG�RFFXU�
DQ\ZKHUH�D�ZHE�DSSOLFDWLRQ�XVHV�LQSXW�IURP�D�XVHU�LQ�WKH�RXWSXW�LW�JHQHUDWHV�ZLWKRXW�YDOLGDWLQJ�LW��

$Q�DWWDFNHU�FDQ�XVH�FURVV�VLWH�VFULSWLQJ�WR�VHQG�PDOLFLRXV�VFULSW�WR�DQ�XQVXVSHFWLQJ�XVHU��7KH�HQG�XVHU¶V�EURZVHU�KDV�QR�ZD\�
WR�NQRZ�WKDW�WKH�VFULSW�VKRXOG�QRW�EH�WUXVWHG��DQG�ZLOO�H[HFXWH�WKH�VFULSW��%HFDXVH�LW�WKLQNV�WKH�VFULSW�FDPH�IURP�D�WUXVWHG�
VRXUFH��WKH�PDOLFLRXV�VFULSW�FDQ�DFFHVV�DQ\�FRRNLHV��VHVVLRQ�WRNHQV��RU�RWKHU�VHQVLWLYH�LQIRUPDWLRQ�UHWDLQHG�E\�\RXU�EURZVHU�
DQG�XVHG�ZLWK�WKDW�VLWH��7KHVH�VFULSWV�FDQ�HYHQ�UHZULWH�WKH�FRQWHQW�RI�WKH�+70/�SDJH��

;66�DWWDFNV�FDQ�JHQHUDOO\�EH�FDWHJRUL]HG�LQWR�WZR�FDWHJRULHV��VWRUHG�DQG�UHIOHFWHG��6WRUHG�DWWDFNV�DUH�WKRVH�ZKHUH�WKH�
LQMHFWHG�FRGH�LV�SHUPDQHQWO\�VWRUHG�RQ�WKH�WDUJHW�VHUYHUV��VXFK�DV�LQ�D�GDWDEDVH��LQ�D�PHVVDJH�IRUXP��YLVLWRU�ORJ��FRPPHQW�
ILHOG��HWF��7KH�YLFWLP�WKHQ�UHWULHYHV�WKH�PDOLFLRXV�VFULSW�IURP�WKH�VHUYHU�ZKHQ�LW�UHTXHVWV�WKH�VWRUHG�LQIRUPDWLRQ��5HIOHFWHG�
DWWDFNV�DUH�WKRVH�ZKHUH�WKH�LQMHFWHG�FRGH�LV�UHIOHFWHG�RII�WKH�ZHE�VHUYHU��VXFK�DV�LQ�DQ�HUURU�PHVVDJH��VHDUFK�UHVXOW��RU�DQ\�
RWKHU�UHVSRQVH�WKDW�LQFOXGHV�VRPH�RU�DOO�RI�WKH�LQSXW�VHQW�WR�WKH�VHUYHU�DV�SDUW�RI�WKH�UHTXHVW��5HIOHFWHG�DWWDFNV�DUH�GHOLYHUHG�
WR�YLFWLPV�YLD�DQRWKHU�URXWH��VXFK�DV�LQ�DQ�H�PDLO�PHVVDJH��RU�RQ�VRPH�RWKHU�ZHE�VHUYHU��:KHQ�D�XVHU�LV�WULFNHG�LQWR�FOLFNLQJ�
RQ�D�PDOLFLRXV�OLQN�RU�VXEPLWWLQJ�D�VSHFLDOO\�FUDIWHG�IRUP��WKH�LQMHFWHG�FRGH�WUDYHOV�WR�WKH�YXOQHUDEOH�ZHE�VHUYHU��ZKLFK�UHIOHFWV�
WKH�DWWDFN�EDFN�WR�WKH�XVHU¶V�EURZVHU��7KH�EURZVHU�WKHQ�H[HFXWHV�WKH�FRGH�EHFDXVH�LW�FDPH�IURP�D�µWUXVWHG¶�VHUYHU��

7KH�FRQVHTXHQFH�RI�DQ�;66�DWWDFN�LV�WKH�VDPH�UHJDUGOHVV�RI�ZKHWKHU�LW�LV�VWRUHG�RU�UHIOHFWHG��7KH�GLIIHUHQFH�LV�LQ�KRZ�WKH�
SD\ORDG�DUULYHV�DW�WKH�VHUYHU��'R�QRW�EH�IRROHG�LQWR�WKLQNLQJ�WKDW�D�³UHDG�RQO\´�RU�³EURFKXUHZDUH´�VLWH�LV�QRW�YXOQHUDEOH�WR�
VHULRXV�UHIOHFWHG�;66�DWWDFNV��;66�FDQ�FDXVH�D�YDULHW\�RI�SUREOHPV�IRU�WKH�HQG�XVHU�WKDW�UDQJH�LQ�VHYHULW\�IURP�DQ�
DQQR\DQFH�WR�FRPSOHWH�DFFRXQW�FRPSURPLVH��7KH�PRVW�VHYHUH�;66�DWWDFNV�LQYROYH�GLVFORVXUH�RI�WKH�XVHU¶V�VHVVLRQ�FRRNLH��
DOORZLQJ�DQ�DWWDFNHU�WR�KLMDFN�WKH�XVHU¶V�VHVVLRQ�DQG�WDNH�RYHU�WKH�DFFRXQW��2WKHU�GDPDJLQJ�DWWDFNV�LQFOXGH�WKH�GLVFORVXUH�RI�
HQG�XVHU�ILOHV��LQVWDOODWLRQ�RI�7URMDQ�KRUVH�SURJUDPV��UHGLUHFWLQJ�WKH�XVHU�WR�VRPH�RWKHU�SDJH�RU�VLWH��DQG�PRGLI\LQJ�
SUHVHQWDWLRQ�RI�FRQWHQW��$Q�;66�YXOQHUDELOLW\�DOORZLQJ�DQ�DWWDFNHU�WR�PRGLI\�D�SUHVV�UHOHDVH�RU�QHZV�LWHP�FRXOG�DIIHFW�D�
FRPSDQ\¶V�VWRFN�SULFH�RU�OHVVHQ�FRQVXPHU�FRQILGHQFH��$Q�;66�YXOQHUDELOLW\�RQ�D�SKDUPDFHXWLFDO�VLWH�FRXOG�DOORZ�DQ�DWWDFNHU�
WR�PRGLI\�GRVDJH�LQIRUPDWLRQ�UHVXOWLQJ�LQ�DQ�RYHUGRVH��

$WWDFNHUV�IUHTXHQWO\�XVH�D�YDULHW\�RI�PHWKRGV�WR�HQFRGH�WKH�PDOLFLRXV�SRUWLRQ�RI�WKH�WDJ��VXFK�DV�XVLQJ�8QLFRGH��VR�WKH�
UHTXHVW�LV�OHVV�VXVSLFLRXV�ORRNLQJ�WR�WKH�XVHU��7KHUH�DUH�KXQGUHGV�RI�YDULDQWV�RI�WKHVH�DWWDFNV��LQFOXGLQJ�YHUVLRQV�WKDW�GR�QRW�
HYHQ�UHTXLUH�DQ\���!�V\PEROV��)RU�WKLV�UHDVRQ��DWWHPSWLQJ�WR�³ILOWHU�RXW´�WKHVH�VFULSWV�LV�QRW�OLNHO\�WR�VXFFHHG��,QVWHDG�ZH�
UHFRPPHQG�YDOLGDWLQJ�LQSXW�DJDLQVW�D�ULJRURXV�SRVLWLYH�VSHFLILFDWLRQ�RI�ZKDW�LV�H[SHFWHG���;66�DWWDFNV�XVXDOO\�FRPH�LQ�WKH�
IRUP�RI�HPEHGGHG�-DYD6FULSW��+RZHYHU��DQ\�HPEHGGHG�DFWLYH�FRQWHQW�LV�D�SRWHQWLDO�VRXUFH�RI�GDQJHU��LQFOXGLQJ��$FWLYH;�
�2/(���9%VFULSW��6KRFNZDYH��)ODVK�DQG�PRUH��

;66�LVVXHV�FDQ�DOVR�EH�SUHVHQW�LQ�WKH�XQGHUO\LQJ�ZHE�DQG�DSSOLFDWLRQ�VHUYHUV�DV�ZHOO��0RVW�ZHE�DQG�DSSOLFDWLRQ�VHUYHUV�
JHQHUDWH�VLPSOH�ZHE�SDJHV�WR�GLVSOD\�LQ�WKH�FDVH�RI�YDULRXV�HUURUV��VXFK�DV�D�����µSDJH�QRW�IRXQG¶�RU�D�����µLQWHUQDO�VHUYHU�
HUURU�¶�,I�WKHVH�SDJHV�UHIOHFW�EDFN�DQ\�LQIRUPDWLRQ�IURP�WKH�XVHU¶V�UHTXHVW��VXFK�DV�WKH�85/�WKH\�ZHUH�WU\LQJ�WR�DFFHVV��WKH\�
PD\�EH�YXOQHUDEOH�WR�D�UHIOHFWHG�;66�DWWDFN��

7KH�OLNHOLKRRG�WKDW�D�VLWH�FRQWDLQV�;66�YXOQHUDELOLWLHV�LV�H[WUHPHO\�KLJK��7KHUH�DUH�D�ZLGH�YDULHW\�RI�ZD\V�WR�WULFN�ZHE�
DSSOLFDWLRQV�LQWR�UHOD\LQJ�PDOLFLRXV�VFULSWV��'HYHORSHUV�WKDW�DWWHPSW�WR�ILOWHU�RXW�WKH�PDOLFLRXV�SDUWV�RI�WKHVH�UHTXHVWV�DUH�YHU\�
OLNHO\�WR�RYHUORRN�SRVVLEOH�DWWDFNV�RU�HQFRGLQJV��)LQGLQJ�WKHVH�IODZV�LV�QRW�WUHPHQGRXVO\�GLIILFXOW�IRU�DWWDFNHUV��DV�DOO�WKH\�QHHG�
LV�D�EURZVHU�DQG�VRPH�WLPH��7KHUH�DUH�QXPHURXV�IUHH�WRROV�DYDLODEOH�WKDW�KHOS�KDFNHUV�ILQG�WKHVH�IODZV�DV�ZHOO�DV�FDUHIXOO\�
FUDIW�DQG�LQMHFW�;66�DWWDFNV�LQWR�D�WDUJHW�VLWH��

$����(QYLURQPHQWV�$IIHFWHG�

$OO�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQPHQWV�DUH�VXVFHSWLEOH�WR�FURVV�VLWH�VFULSWLQJ���
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$����([DPSOHV�DQG�5HIHUHQFHV�

�� 7KH�&URVV�6LWH�6FULSWLQJ�)$4��KWWS���ZZZ�FJLVHFXULW\�FRP�DUWLFOHV�[VV�IDT�VKWPO�

�� &(57�$GYLVRU\�RQ�0DOLFLRXV�+70/�7DJV��KWWS���ZZZ�FHUW�RUJ�DGYLVRULHV�&$���������KWPO�

�� &(57�³8QGHUVWDQGLQJ�0DOLFLRXV�&RQWHQW�0LWLJDWLRQ´�KWWS���ZZZ�FHUW�RUJ�WHFKBWLSV�PDOLFLRXVBFRGHBPLWLJDWLRQ�KWPO��

�� &URVV�6LWH�6FULSWLQJ�6HFXULW\�([SRVXUH�([HFXWLYH�6XPPDU\��
KWWS���ZZZ�PLFURVRIW�FRP�WHFKQHW�WUHHYLHZ�GHIDXOW�DVS"XUO �WHFKQHW�VHFXULW\�WRSLFV�([6XP&6�DVS�

�� 8QGHUVWDQGLQJ�WKH�FDXVH�DQG�HIIHFW�RI�&66�9XOQHUDELOLWLHV��KWWS���ZZZ�WHFKQLFDOLQIR�QHW�SDSHUV�&66�KWPO�

�� 2:$63�*XLGH�WR�%XLOGLQJ�6HFXUH�:HE�$SSOLFDWLRQV�DQG�:HE�6HUYLFHV��&KDSWHU����'DWD�9DOLGDWLRQ�
KWWS���ZZZ�RZDVS�RUJ�GRFXPHQWDWLRQ�JXLGH��

�� +RZ�WR�%XLOG�DQ�+773�5HTXHVW�9DOLGDWLRQ�(QJLQH��-�((�YDOLGDWLRQ�ZLWK�6WLQJHU��
KWWS���ZZZ�RZDVS�RUJ�FROXPQV�MHIIZLOOLDPV�MHIIZLOOLDPV���

�� +DYH�<RXU�&DNH�DQG�(DW�LW�7RR���1(7�YDOLGDWLRQ��KWWS���ZZZ�RZDVS�RUJ�FROXPQV�MSRWHHW�MSRWHHW���

$����+RZ�WR�'HWHUPLQH�,I�<RX�$UH�9XOQHUDEOH�

;66�IODZV�FDQ�EH�GLIILFXOW�WR�LGHQWLI\�DQG�UHPRYH�IURP�D�ZHE�DSSOLFDWLRQ��7KH�EHVW�ZD\�WR�ILQG�IODZV�LV�WR�SHUIRUP�D�VHFXULW\�
UHYLHZ�RI�WKH�FRGH�DQG�VHDUFK�IRU�DOO�SODFHV�ZKHUH�LQSXW�IURP�DQ�+773�UHTXHVW�FRXOG�SRVVLEO\�PDNH�LWV�ZD\�LQWR�WKH�+70/�
RXWSXW��1RWH�WKDW�D�YDULHW\�RI�GLIIHUHQW�+70/�WDJV�FDQ�EH�XVHG�WR�WUDQVPLW�D�PDOLFLRXV�-DYD6FULSW��1HVVXV��1LNWR��DQG�VRPH�
RWKHU�DYDLODEOH�WRROV�FDQ�KHOS�VFDQ�D�ZHEVLWH�IRU�WKHVH�IODZV��EXW�FDQ�RQO\�VFUDWFK�WKH�VXUIDFH��,I�RQH�SDUW�RI�D�ZHEVLWH�LV�
YXOQHUDEOH��WKHUH�LV�D�KLJK�OLNHOLKRRG�WKDW�WKHUH�DUH�RWKHU�SUREOHPV�DV�ZHOO��

$����+RZ�WR�3URWHFW�<RXUVHOI�

7KH�EHVW�ZD\�WR�SURWHFW�D�ZHE�DSSOLFDWLRQ�IURP�;66�DWWDFNV�LV�HQVXUH�WKDW�\RXU�DSSOLFDWLRQ�SHUIRUPV�YDOLGDWLRQ�RI�DOO�KHDGHUV��
FRRNLHV��TXHU\�VWULQJV��IRUP�ILHOGV��DQG�KLGGHQ�ILHOGV��L�H���DOO�SDUDPHWHUV��DJDLQVW�D�ULJRURXV�VSHFLILFDWLRQ�RI�ZKDW�VKRXOG�EH�
DOORZHG��7KH�YDOLGDWLRQ�VKRXOG�QRW�DWWHPSW�WR�LGHQWLI\�DFWLYH�FRQWHQW�DQG�UHPRYH��ILOWHU��RU�VDQLWL]H�LW��7KHUH�DUH�WRR�PDQ\�W\SHV�
RI�DFWLYH�FRQWHQW�DQG�WRR�PDQ\�ZD\V�RI�HQFRGLQJ�LW�WR�JHW�DURXQG�ILOWHUV�IRU�VXFK�FRQWHQW��:H�VWURQJO\�UHFRPPHQG�D�µSRVLWLYH¶�
VHFXULW\�SROLF\�WKDW�VSHFLILHV�ZKDW�LV�DOORZHG��µ1HJDWLYH¶�RU�DWWDFN�VLJQDWXUH�EDVHG�SROLFLHV�DUH�GLIILFXOW�WR�PDLQWDLQ�DQG�DUH�
OLNHO\�WR�EH�LQFRPSOHWH��

(QFRGLQJ�XVHU�VXSSOLHG�RXWSXW�FDQ�DOVR�GHIHDW�;66�YXOQHUDELOLWLHV�E\�SUHYHQWLQJ�LQVHUWHG�VFULSWV�IURP�EHLQJ�WUDQVPLWWHG�WR�
XVHUV�LQ�DQ�H[HFXWDEOH�IRUP��$SSOLFDWLRQV�FDQ�JDLQ�VLJQLILFDQW�SURWHFWLRQ�IURP�MDYDVFULSW�EDVHG�DWWDFNV�E\�FRQYHUWLQJ�WKH�
IROORZLQJ�FKDUDFWHUV�LQ�DOO�JHQHUDWHG�RXWSXW�WR�WKH�DSSURSULDWH�+70/�HQWLW\�HQFRGLQJ��

)URP�� 7R��

�� 	OW��

!� 	JW��

�� 	�����

�� 	�����

�� 	�����

	� 	�����
�

7KH�2:$63�)LOWHUV�SURMHFW�LV�SURGXFLQJ�UHXVDEOH�FRPSRQHQWV�LQ�VHYHUDO�ODQJXDJHV�WR�KHOS�SUHYHQW�PDQ\�IRUPV�RI�SDUDPHWHU�
WDPSHULQJ��LQFOXGLQJ�WKH�LQMHFWLRQ�RI�;66�DWWDFNV��2:$63�KDV�DOVR�UHOHDVHG�&RGH6HHNHU��DQ�DSSOLFDWLRQ�OHYHO�ILUHZDOO��,Q�
DGGLWLRQ��WKH�2:$63�:HE*RDW�WUDLQLQJ�SURJUDP�KDV�OHVVRQV�RQ�&URVV�6LWH�6FULSWLQJ�DQG�GDWD�HQFRGLQJ��
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$��%XIIHU�2YHUIORZV�

$����'HVFULSWLRQ�

$WWDFNHUV�XVH�EXIIHU�RYHUIORZV�WR�FRUUXSW�WKH�H[HFXWLRQ�VWDFN�RI�D�ZHE�DSSOLFDWLRQ��%\�VHQGLQJ�FDUHIXOO\�FUDIWHG�LQSXW�WR�D�ZHE�
DSSOLFDWLRQ��DQ�DWWDFNHU�FDQ�FDXVH�WKH�ZHE�DSSOLFDWLRQ�WR�H[HFXWH�DUELWUDU\�FRGH�±�HIIHFWLYHO\�WDNLQJ�RYHU�WKH�PDFKLQH��%XIIHU�
RYHUIORZV�DUH�QRW�HDV\�WR�GLVFRYHU�DQG�HYHQ�ZKHQ�RQH�LV�GLVFRYHUHG��LW�LV�JHQHUDOO\�H[WUHPHO\�GLIILFXOW�WR�H[SORLW��1HYHUWKHOHVV��
DWWDFNHUV�KDYH�PDQDJHG�WR�LGHQWLI\�EXIIHU�RYHUIORZV�LQ�D�VWDJJHULQJ�DUUD\�RI�SURGXFWV�DQG�FRPSRQHQWV��$QRWKHU�YHU\�VLPLODU�
FODVV�RI�IODZV�LV�NQRZQ�DV�IRUPDW�VWULQJ�DWWDFNV��

%XIIHU�RYHUIORZ�IODZV�FDQ�EH�SUHVHQW�LQ�ERWK�WKH�ZHE�VHUYHU�RU�DSSOLFDWLRQ�VHUYHU�SURGXFWV�WKDW�VHUYH�WKH�VWDWLF�DQG�G\QDPLF�
DVSHFWV�RI�WKH�VLWH��RU�WKH�ZHE�DSSOLFDWLRQ�LWVHOI��%XIIHU�RYHUIORZV�IRXQG�LQ�ZLGHO\�XVHG�VHUYHU�SURGXFWV�DUH�OLNHO\�WR�EHFRPH�
ZLGHO\�NQRZQ�DQG�FDQ�SRVH�D�VLJQLILFDQW�ULVN�WR�XVHUV�RI�WKHVH�SURGXFWV��:KHQ�ZHE�DSSOLFDWLRQV�XVH�OLEUDULHV��VXFK�DV�D�
JUDSKLFV�OLEUDU\�WR�JHQHUDWH�LPDJHV��WKH\�RSHQ�WKHPVHOYHV�WR�SRWHQWLDO�EXIIHU�RYHUIORZ�DWWDFNV��

%XIIHU�RYHUIORZV�FDQ�DOVR�EH�IRXQG�LQ�FXVWRP�ZHE�DSSOLFDWLRQ�FRGH��DQG�PD\�HYHQ�EH�PRUH�OLNHO\�JLYHQ�WKH�ODFN�RI�VFUXWLQ\�
WKDW�ZHE�DSSOLFDWLRQV�W\SLFDOO\�JR�WKURXJK��%XIIHU�RYHUIORZ�IODZV�LQ�FXVWRP�ZHE�DSSOLFDWLRQV�DUH�OHVV�OLNHO\�WR�EH�GHWHFWHG�
EHFDXVH�WKHUH�ZLOO�QRUPDOO\�EH�IDU�IHZHU�KDFNHUV�WU\LQJ�WR�ILQG�DQG�H[SORLW�VXFK�IODZV�LQ�D�VSHFLILF�DSSOLFDWLRQ��,I�GLVFRYHUHG�LQ�
D�FXVWRP�DSSOLFDWLRQ��WKH�DELOLW\�WR�H[SORLW�WKH�IODZ��RWKHU�WKDQ�WR�FUDVK�WKH�DSSOLFDWLRQ��LV�VLJQLILFDQWO\�UHGXFHG�E\�WKH�IDFW�WKDW�
WKH�VRXUFH�FRGH�DQG�GHWDLOHG�HUURU�PHVVDJHV�IRU�WKH�DSSOLFDWLRQ�DUH�QRUPDOO\�QRW�DYDLODEOH�WR�WKH�KDFNHU���

$����(QYLURQPHQWV�$IIHFWHG�

$OPRVW�DOO�NQRZQ�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQPHQWV�DUH�VXVFHSWLEOH�WR�EXIIHU�RYHUIORZV��WKH�
QRWDEOH�H[FHSWLRQ�EHLQJ�-DYD�DQG�-�((�HQYLURQPHQWV��ZKLFK�DUH�LPPXQH�WR�WKHVH�DWWDFNV��H[FHSW�IRU�RYHUIORZV�LQ�WKH�-90�
LWVHOI���

$����([DPSOHV�DQG�5HIHUHQFHV�

�� 2:$63�*XLGH�WR�%XLOGLQJ�6HFXUH�:HE�$SSOLFDWLRQV�DQG�:HE�6HUYLFHV��&KDSWHU����'DWD�9DOLGDWLRQ�
KWWS���ZZZ�RZDVS�RUJ�GRFXPHQWDWLRQ�JXLGH��

�� $OHSK�2QH��³6PDVKLQJ�WKH�6WDFN�IRU�)XQ�DQG�3URILW´��KWWS���ZZZ�SKUDFN�FRP�VKRZ�SKS"S ��	D ���

�� 0DUN�'RQDOGVRQ��³,QVLGH�WKH�%XIIHU�2YHUIORZ�$WWDFN��0HFKDQLVP��0HWKRG��	�3UHYHQWLRQ´��
KWWS���UU�VDQV�RUJ�FRGH�LQVLGHBEXIIHU�SKS�

$����+RZ�WR�'HWHUPLQH�,I�<RX�$UH�9XOQHUDEOH�

)RU�VHUYHU�SURGXFWV�DQG�OLEUDULHV��NHHS�XS�ZLWK�WKH�ODWHVW�EXJ�UHSRUWV�IRU�WKH�SURGXFWV�\RX�DUH�XVLQJ��)RU�FXVWRP�DSSOLFDWLRQ�
VRIWZDUH��DOO�FRGH�WKDW�DFFHSWV�LQSXW�IURP�XVHUV�YLD�WKH�+773�UHTXHVW�PXVW�EH�UHYLHZHG�WR�HQVXUH�WKDW�LW�FDQ�SURSHUO\�KDQGOH�
DUELWUDULO\�ODUJH�LQSXW��

$����+RZ�WR�3URWHFW�<RXUVHOI�

.HHS�XS�ZLWK�WKH�ODWHVW�EXJ�UHSRUWV�IRU�\RXU�ZHE�DQG�DSSOLFDWLRQ�VHUYHU�SURGXFWV�DQG�RWKHU�SURGXFWV�LQ�\RXU�,QWHUQHW�
LQIUDVWUXFWXUH��$SSO\�WKH�ODWHVW�SDWFKHV�WR�WKHVH�SURGXFWV��3HULRGLFDOO\�VFDQ�\RXU�ZHE�VLWH�ZLWK�RQH�RU�PRUH�RI�WKH�FRPPRQO\�
DYDLODEOH�VFDQQHUV�WKDW�ORRN�IRU�EXIIHU�RYHUIORZ�IODZV�LQ�\RXU�VHUYHU�SURGXFWV�DQG�\RXU�FXVWRP�ZHE�DSSOLFDWLRQV��

)RU�\RXU�FXVWRP�DSSOLFDWLRQ�FRGH��\RX�QHHG�WR�UHYLHZ�DOO�FRGH�WKDW�DFFHSWV�LQSXW�IURP�XVHUV�YLD�WKH�+773�UHTXHVW�DQG�
HQVXUH�WKDW�LW�SURYLGHV�DSSURSULDWH�VL]H�FKHFNLQJ�RQ�DOO�VXFK�LQSXWV��7KLV�VKRXOG�EH�GRQH�HYHQ�IRU�HQYLURQPHQWV�WKDW�DUH�QRW�
VXVFHSWLEOH�WR�VXFK�DWWDFNV�DV�RYHUO\�ODUJH�LQSXWV�WKDW�DUH�XQFDXJKW�PD\�VWLOO�FDXVH�GHQLDO�RI�VHUYLFH�RU�RWKHU�RSHUDWLRQDO�
SUREOHPV��
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$�� ,QMHFWLRQ�)ODZV�

$����'HVFULSWLRQ�

,QMHFWLRQ�IODZV�DOORZ�DWWDFNHUV�WR�UHOD\�PDOLFLRXV�FRGH�WKURXJK�D�ZHE�DSSOLFDWLRQ�WR�DQRWKHU�V\VWHP��7KHVH�DWWDFNV�LQFOXGH�
FDOOV�WR�WKH�RSHUDWLQJ�V\VWHP�YLD�V\VWHP�FDOOV��WKH�XVH�RI�H[WHUQDO�SURJUDPV�YLD�VKHOO�FRPPDQGV��DV�ZHOO�DV�FDOOV�WR�EDFNHQG�
GDWDEDVHV�YLD�64/��L�H���64/�LQMHFWLRQ���:KROH�VFULSWV�ZULWWHQ�LQ�SHUO��S\WKRQ��DQG�RWKHU�ODQJXDJHV�FDQ�EH�LQMHFWHG�LQWR�SRRUO\�
GHVLJQHG�ZHE�DSSOLFDWLRQV�DQG�H[HFXWHG��$Q\�WLPH�D�ZHE�DSSOLFDWLRQ�XVHV�DQ�LQWHUSUHWHU�RI�DQ\�W\SH�WKHUH�LV�D�GDQJHU�RI�DQ�
LQMHFWLRQ�DWWDFN��

0DQ\�ZHE�DSSOLFDWLRQV�XVH�RSHUDWLQJ�V\VWHP�IHDWXUHV�DQG�H[WHUQDO�SURJUDPV�WR�SHUIRUP�WKHLU�IXQFWLRQV��6HQGPDLO�LV�SUREDEO\�
WKH�PRVW�IUHTXHQWO\�LQYRNHG�H[WHUQDO�SURJUDP��EXW�PDQ\�RWKHU�SURJUDPV�DUH�XVHG�DV�ZHOO��:KHQ�D�ZHE�DSSOLFDWLRQ�SDVVHV�
LQIRUPDWLRQ�IURP�DQ�+773�UHTXHVW�WKURXJK�DV�SDUW�RI�DQ�H[WHUQDO�UHTXHVW��LW�PXVW�EH�FDUHIXOO\�VFUXEEHG��2WKHUZLVH��WKH�
DWWDFNHU�FDQ�LQMHFW�VSHFLDO��PHWD��FKDUDFWHUV��PDOLFLRXV�FRPPDQGV��RU�FRPPDQG�PRGLILHUV�LQWR�WKH�LQIRUPDWLRQ�DQG�WKH�ZHE�
DSSOLFDWLRQ�ZLOO�EOLQGO\�SDVV�WKHVH�RQ�WR�WKH�H[WHUQDO�V\VWHP�IRU�H[HFXWLRQ��

64/�LQMHFWLRQ�LV�D�SDUWLFXODUO\�ZLGHVSUHDG�DQG�GDQJHURXV�IRUP�RI�LQMHFWLRQ��7R�H[SORLW�D�64/�LQMHFWLRQ�IODZ��WKH�DWWDFNHU�PXVW�
ILQG�D�SDUDPHWHU�WKDW�WKH�ZHE�DSSOLFDWLRQ�SDVVHV�WKURXJK�WR�D�GDWDEDVH��%\�FDUHIXOO\�HPEHGGLQJ�PDOLFLRXV�64/�FRPPDQGV�
LQWR�WKH�FRQWHQW�RI�WKH�SDUDPHWHU��WKH�DWWDFNHU�FDQ�WULFN�WKH�ZHE�DSSOLFDWLRQ�LQWR�IRUZDUGLQJ�D�PDOLFLRXV�TXHU\�WR�WKH�GDWDEDVH��
7KHVH�DWWDFNV�DUH�QRW�GLIILFXOW�WR�DWWHPSW�DQG�PRUH�WRROV�DUH�HPHUJLQJ�WKDW�VFDQ�IRU�WKHVH�IODZV��7KH�FRQVHTXHQFHV�DUH�
SDUWLFXODUO\�GDPDJLQJ��DV�DQ�DWWDFNHU�FDQ�REWDLQ��FRUUXSW��RU�GHVWUR\�GDWDEDVH�FRQWHQWV��

,QMHFWLRQ�DWWDFNV�FDQ�EH�YHU\�HDV\�WR�GLVFRYHU�DQG�H[SORLW��EXW�WKH\�FDQ�DOVR�EH�H[WUHPHO\�REVFXUH��7KH�FRQVHTXHQFHV�FDQ�
DOVR�UXQ�WKH�HQWLUH�UDQJH�RI�VHYHULW\��IURP�WULYLDO�WR�FRPSOHWH�V\VWHP�FRPSURPLVH�RU�GHVWUXFWLRQ��,Q�DQ\�FDVH��WKH�XVH�RI�
H[WHUQDO�FDOOV�LV�TXLWH�ZLGHVSUHDG��VR�WKH�OLNHOLKRRG�RI�D�ZHE�DSSOLFDWLRQ�KDYLQJ�D�FRPPDQG�LQMHFWLRQ�IODZ�VKRXOG�EH�
FRQVLGHUHG�KLJK��

$����(QYLURQPHQWV�$IIHFWHG�

(YHU\�ZHE�DSSOLFDWLRQ�HQYLURQPHQW�DOORZV�WKH�H[HFXWLRQ�RI�H[WHUQDO�FRPPDQGV�VXFK�DV�V\VWHP�FDOOV��VKHOO�FRPPDQGV��DQG�
64/�UHTXHVWV��7KH�VXVFHSWLELOLW\�RI�DQ�H[WHUQDO�FDOO�WR�FRPPDQG�LQMHFWLRQ�GHSHQGV�RQ�KRZ�WKH�FDOO�LV�PDGH�DQG�WKH�VSHFLILF�
FRPSRQHQW�WKDW�LV�EHLQJ�FDOOHG��EXW�DOPRVW�DOO�H[WHUQDO�FDOOV�FDQ�EH�DWWDFNHG�LI�WKH�ZHE�DSSOLFDWLRQ�LV�QRW�SURSHUO\�FRGHG��

$����([DPSOHV�DQG�5HIHUHQFHV�

�� ([DPSOHV��$�PDOLFLRXV�SDUDPHWHU�FRXOG�PRGLI\�WKH�DFWLRQV�WDNHQ�E\�D�V\VWHP�FDOO�WKDW�QRUPDOO\�UHWULHYHV�WKH�FXUUHQW�
XVHU¶V�ILOH�WR�DFFHVV�DQRWKHU�XVHU¶V�ILOH��H�J���E\�LQFOXGLQJ�SDWK�WUDYHUVDO�³���´�FKDUDFWHUV�DV�SDUW�RI�D�ILOHQDPH�
UHTXHVW���$GGLWLRQDO�FRPPDQGV�FRXOG�EH�WDFNHG�RQ�WR�WKH�HQG�RI�D�SDUDPHWHU�WKDW�LV�SDVVHG�WR�D�VKHOO�VFULSW�WR�
H[HFXWH�DQ�DGGLWLRQDO�VKHOO�FRPPDQG��H�J���³��UP�±U�
´��DORQJ�ZLWK�WKH�LQWHQGHG�FRPPDQG��64/�TXHULHV�FRXOG�EH�
PRGLILHG�E\�DGGLQJ�DGGLWLRQDO�µFRQVWUDLQWV¶�WR�D�ZKHUH�FODXVH��H�J���³25�� �´��WR�JDLQ�DFFHVV�WR�RU�PRGLI\�
XQDXWKRUL]HG�GDWD��

�� 2:$63�*XLGH�WR�%XLOGLQJ�6HFXUH�:HE�$SSOLFDWLRQV�DQG�:HE�6HUYLFHV��&KDSWHU����'DWD�9DOLGDWLRQ�
KWWS���ZZZ�RZDVS�RUJ�GRFXPHQWDWLRQ�JXLGH��

�� +RZ�WR�%XLOG�DQ�+773�5HTXHVW�9DOLGDWLRQ�(QJLQH��-�((�YDOLGDWLRQ�ZLWK�6WLQJHU��
KWWS���ZZZ�RZDVS�RUJ�FROXPQV�MHIIZLOOLDPV�MHIIZLOOLDPV���

�� +DYH�<RXU�&DNH�DQG�(DW�LW�7RR���1(7�YDOLGDWLRQ��KWWS���ZZZ�RZDVS�RUJ�FROXPQV�MSRWHHW�MSRWHHW���

�� :KLWH�3DSHU�RQ�64/�,QMHFWLRQ��KWWS���ZZZ�VSLG\QDPLFV�FRP�SDSHUV�64/,QMHFWLRQ:KLWH3DSHU�SGI�

$����+RZ�WR�'HWHUPLQH�,I�<RX�$UH�9XOQHUDEOH�

7KH�EHVW�ZD\�WR�GHWHUPLQH�LI�\RX�DUH�YXOQHUDEOH�WR�FRPPDQG�LQMHFWLRQ�DWWDFNV�LV�WR�VHDUFK�WKH�VRXUFH�FRGH�IRU�DOO�FDOOV�WR�
H[WHUQDO�UHVRXUFHV��H�J���V\VWHP��H[HF��IRUN��5XQWLPH�H[HF��64/�TXHULHV��RU�ZKDWHYHU�WKH�V\QWD[�LV�IRU�PDNLQJ�UHTXHVWV�WR�
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LQWHUSUHWHUV�LQ�\RXU�HQYLURQPHQW���1RWH�WKDW�PDQ\�ODQJXDJHV�KDYH�PXOWLSOH�ZD\V�WR�UXQ�H[WHUQDO�FRPPDQGV��'HYHORSHUV�
VKRXOG�UHYLHZ�WKHLU�FRGH�DQG�VHDUFK�IRU�DOO�SODFHV�ZKHUH�LQSXW�IURP�DQ�+773�UHTXHVW�FRXOG�SRVVLEO\�PDNH�LWV�ZD\�LQWR�DQ\�RI�
WKHVH�FDOOV��<RX�VKRXOG�FDUHIXOO\�H[DPLQH�HDFK�RI�WKHVH�FDOOV�WR�EH�VXUH�WKDW�WKH�SURWHFWLRQ�VWHSV�RXWOLQHG�EHORZ�DUH�IROORZHG���

$����+RZ�WR�3URWHFW�<RXUVHOI�

7KH�VLPSOHVW�ZD\�WR�SURWHFW�DJDLQVW�LQMHFWLRQ�LV�WR�DYRLG�DFFHVVLQJ�H[WHUQDO�LQWHUSUHWHUV�ZKHUHYHU�SRVVLEOH��)RU�PDQ\�VKHOO�
FRPPDQGV�DQG�VRPH�V\VWHP�FDOOV��WKHUH�DUH�ODQJXDJH�VSHFLILF�OLEUDULHV�WKDW�SHUIRUP�WKH�VDPH�IXQFWLRQV��8VLQJ�VXFK�OLEUDULHV�
GRHV�QRW�LQYROYH�WKH�RSHUDWLQJ�V\VWHP�VKHOO�LQWHUSUHWHU��DQG�WKHUHIRUH�DYRLGV�D�ODUJH�QXPEHU�RI�SUREOHPV�ZLWK�VKHOO�
FRPPDQGV��

)RU�WKRVH�FDOOV�WKDW�\RX�PXVW�VWLOO�HPSOR\��VXFK�DV�FDOOV�WR�EDFNHQG�GDWDEDVHV��\RX�PXVW�FDUHIXOO\�YDOLGDWH�WKH�GDWD�SURYLGHG�
WR�HQVXUH�WKDW�LW�GRHV�QRW�FRQWDLQ�DQ\�PDOLFLRXV�FRQWHQW��<RX�FDQ�DOVR�VWUXFWXUH�PDQ\�UHTXHVWV�LQ�D�PDQQHU�WKDW�HQVXUHV�WKDW�
DOO�VXSSOLHG�SDUDPHWHUV�DUH�WUHDWHG�DV�GDWD��UDWKHU�WKDQ�SRWHQWLDOO\�H[HFXWDEOH�FRQWHQW��7KH�XVH�RI�VWRUHG�SURFHGXUHV�RU�
SUHSDUHG�VWDWHPHQWV�ZLOO�SURYLGH�VLJQLILFDQW�SURWHFWLRQ��HQVXULQJ�WKDW�VXSSOLHG�LQSXW�LV�WUHDWHG�DV�GDWD��7KHVH�PHDVXUHV�ZLOO�
UHGXFH��EXW�QRW�FRPSOHWHO\�HOLPLQDWH�WKH�ULVN�LQYROYHG�LQ�WKHVH�H[WHUQDO�FDOOV��<RX�VWLOO�PXVW�DOZD\V�YDOLGDWH�VXFK�LQSXW�WR�PDNH�
VXUH�LW�PHHWV�WKH�H[SHFWDWLRQV�RI�WKH�DSSOLFDWLRQ�LQ�TXHVWLRQ��

$QRWKHU�VWURQJ�SURWHFWLRQ�DJDLQVW�FRPPDQG�LQMHFWLRQ�LV�WR�HQVXUH�WKDW�WKH�ZHE�DSSOLFDWLRQ�UXQV�ZLWK�RQO\�WKH�SULYLOHJHV�LW�
DEVROXWHO\�QHHGV�WR�SHUIRUP�LWV�IXQFWLRQ��6R�\RX�VKRXOG�QRW�UXQ�WKH�ZHEVHUYHU�DV�URRW�RU�DFFHVV�D�GDWDEDVH�DV�'%$'0,1��
RWKHUZLVH�DQ�DWWDFNHU�FDQ�DEXVH�WKHVH�DGPLQLVWUDWLYH�SULYLOHJHV�JUDQWHG�WR�WKH�ZHE�DSSOLFDWLRQ��6RPH�RI�WKH�-�((�
HQYLURQPHQWV�DOORZ�WKH�XVH�RI�WKH�-DYD�VDQGER[��ZKLFK�FDQ�SUHYHQW�WKH�H[HFXWLRQ�RI�V\VWHP�FRPPDQGV��

,I�DQ�H[WHUQDO�FRPPDQG�PXVW�EH�XVHG��DQ\�XVHU�LQIRUPDWLRQ�WKDW�LV�EHLQJ�LQVHUWHG�LQWR�WKH�FRPPDQG�VKRXOG�EH�ULJRURXVO\�
FKHFNHG��0HFKDQLVPV�VKRXOG�EH�SXW�LQ�SODFH�WR�KDQGOH�DQ\�SRVVLEOH�HUURUV��WLPHRXWV��RU�EORFNDJHV�GXULQJ�WKH�FDOO��

$OO�RXWSXW��UHWXUQ�FRGHV�DQG�HUURU�FRGHV�IURP�WKH�FDOO�VKRXOG�EH�FKHFNHG�WR�HQVXUH�WKDW�WKH�H[SHFWHG�SURFHVVLQJ�DFWXDOO\�
RFFXUUHG��$W�D�PLQLPXP��WKLV�ZLOO�DOORZ�\RX�WR�GHWHUPLQH�WKDW�VRPHWKLQJ�KDV�JRQH�ZURQJ��2WKHUZLVH��WKH�DWWDFN�PD\�RFFXU�
DQG�QHYHU�EH�GHWHFWHG��

7KH�2:$63�)LOWHUV�SURMHFW�LV�SURGXFLQJ�UHXVDEOH�FRPSRQHQWV�LQ�VHYHUDO�ODQJXDJHV�WR�KHOS�SUHYHQW�PDQ\�IRUPV�RI�LQMHFWLRQ��
2:$63�KDV�DOVR�UHOHDVHG�&RGH6HHNHU��DQ�DSSOLFDWLRQ�OHYHO�ILUHZDOO��
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$�� ,PSURSHU�(UURU�+DQGOLQJ�

$����'HVFULSWLRQ�

,PSURSHU�KDQGOLQJ�RI�HUURUV�FDQ�LQWURGXFH�D�YDULHW\�RI�VHFXULW\�SUREOHPV�IRU�D�ZHE�VLWH��7KH�PRVW�FRPPRQ�SUREOHP�LV�ZKHQ�
GHWDLOHG�LQWHUQDO�HUURU�PHVVDJHV�VXFK�DV�VWDFN�WUDFHV��GDWDEDVH�GXPSV��DQG�HUURU�FRGHV�DUH�GLVSOD\HG�WR�WKH�XVHU��KDFNHU���
7KHVH�PHVVDJHV�UHYHDO�LPSOHPHQWDWLRQ�GHWDLOV�WKDW�VKRXOG�QHYHU�EH�UHYHDOHG��6XFK�GHWDLOV�FDQ�SURYLGH�KDFNHUV�LPSRUWDQW�
FOXHV�RQ�SRWHQWLDO�IODZV�LQ�WKH�VLWH�DQG�VXFK�PHVVDJHV�DUH�DOVR�GLVWXUELQJ�WR�QRUPDO�XVHUV��

:HE�DSSOLFDWLRQV�IUHTXHQWO\�JHQHUDWH�HUURU�FRQGLWLRQV�GXULQJ�QRUPDO�RSHUDWLRQ��2XW�RI�PHPRU\��QXOO�SRLQWHU�H[FHSWLRQV��
V\VWHP�FDOO�IDLOXUH��GDWDEDVH�XQDYDLODEOH��QHWZRUN�WLPHRXW��DQG�KXQGUHGV�RI�RWKHU�FRPPRQ�FRQGLWLRQV�FDQ�FDXVH�HUURUV�WR�EH�
JHQHUDWHG��7KHVH�HUURUV�PXVW�EH�KDQGOHG�DFFRUGLQJ�WR�D�ZHOO�WKRXJKW�RXW�VFKHPH�WKDW�ZLOO�SURYLGH�D�PHDQLQJIXO�HUURU�
PHVVDJH�WR�WKH�XVHU��GLDJQRVWLF�LQIRUPDWLRQ�WR�WKH�VLWH�PDLQWDLQHUV��DQG�QR�XVHIXO�LQIRUPDWLRQ�WR�DQ�DWWDFNHU��

(YHQ�ZKHQ�HUURU�PHVVDJHV�GRQ¶W�SURYLGH�D�ORW�RI�GHWDLO��LQFRQVLVWHQFLHV�LQ�VXFK�PHVVDJHV�FDQ�VWLOO�UHYHDO�LPSRUWDQW�FOXHV�RQ�
KRZ�D�VLWH�ZRUNV��DQG�ZKDW�LQIRUPDWLRQ�LV�SUHVHQW�XQGHU�WKH�FRYHUV��)RU�H[DPSOH��ZKHQ�D�XVHU�WULHV�WR�DFFHVV�D�ILOH�WKDW�GRHV�
QRW�H[LVW��WKH�HUURU�PHVVDJH�W\SLFDOO\�LQGLFDWHV��³ILOH�QRW�IRXQG´��:KHQ�DFFHVVLQJ�D�ILOH�WKDW�WKH�XVHU�LV�QRW�DXWKRUL]HG�IRU��LW�
LQGLFDWHV��³DFFHVV�GHQLHG´��7KH�XVHU�LV�QRW�VXSSRVHG�WR�NQRZ�WKH�ILOH�HYHQ�H[LVWV��EXW�VXFK�LQFRQVLVWHQFLHV�ZLOO�UHDGLO\�UHYHDO�
WKH�SUHVHQFH�RU�DEVHQFH�RI�LQDFFHVVLEOH�ILOHV�RU�WKH�VLWH¶V�GLUHFWRU\�VWUXFWXUH��

2QH�FRPPRQ�VHFXULW\�SUREOHP�FDXVHG�E\�LPSURSHU�HUURU�KDQGOLQJ�LV�WKH�IDLO�RSHQ�VHFXULW\�FKHFN��$OO�VHFXULW\�PHFKDQLVPV�
VKRXOG�GHQ\�DFFHVV�XQWLO�VSHFLILFDOO\�JUDQWHG��QRW�JUDQW�DFFHVV�XQWLO�GHQLHG��ZKLFK�LV�D�FRPPRQ�UHDVRQ�ZK\�IDLO�RSHQ�HUURUV�
RFFXU��2WKHU�HUURUV�FDQ�FDXVH�WKH�V\VWHP�WR�FUDVK�RU�FRQVXPH�VLJQLILFDQW�UHVRXUFHV��HIIHFWLYHO\�GHQ\LQJ�RU�UHGXFLQJ�VHUYLFH�
WR�OHJLWLPDWH�XVHUV��

*RRG�HUURU�KDQGOLQJ�PHFKDQLVPV�VKRXOG�EH�DEOH�WR�KDQGOH�DQ\�IHDVLEOH�VHW�RI�LQSXWV��ZKLOH�HQIRUFLQJ�SURSHU�VHFXULW\��6LPSOH�
HUURU�PHVVDJHV�VKRXOG�EH�SURGXFHG�DQG�ORJJHG�VR�WKDW�WKHLU�FDXVH��ZKHWKHU�DQ�HUURU�LQ�WKH�VLWH�RU�D�KDFNLQJ�DWWHPSW��FDQ�EH�
UHYLHZHG��(UURU�KDQGOLQJ�VKRXOG�QRW�IRFXV�VROHO\�RQ�LQSXW�SURYLGHG�E\�WKH�XVHU��EXW�VKRXOG�DOVR�LQFOXGH�DQ\�HUURUV�WKDW�FDQ�EH�
JHQHUDWHG�E\�LQWHUQDO�FRPSRQHQWV�VXFK�DV�V\VWHP�FDOOV��GDWDEDVH�TXHULHV��RU�DQ\�RWKHU�LQWHUQDO�IXQFWLRQV��

$����(QYLURQPHQWV�$IIHFWHG�

$OO�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQPHQWV�DUH�VXVFHSWLEOH�WR�HUURU�KDQGOLQJ�SUREOHPV���

$����([DPSOHV�DQG�5HIHUHQFHV�

�� 2:$63�GLVFXVVLRQ�RQ�JHQHUDWLRQ�RI�HUURU�FRGHV��KWWS���ZZZ�RZDVS�RUJ�GRFXPHQWDWLRQ�JXLGH��

$����+RZ�WR�'HWHUPLQH�,I�<RX�$UH�9XOQHUDEOH�

7\SLFDOO\��VLPSOH�WHVWLQJ�FDQ�GHWHUPLQH�KRZ�\RXU�VLWH�UHVSRQGV�WR�YDULRXV�NLQGV�RI�LQSXW�HUURUV��0RUH�WKRURXJK�WHVWLQJ�LV�
XVXDOO\�UHTXLUHG�WR�FDXVH�LQWHUQDO�HUURUV�WR�RFFXU�DQG�VHH�KRZ�WKH�VLWH�EHKDYHV���

$QRWKHU�YDOXDEOH�DSSURDFK�LV�WR�KDYH�D�GHWDLOHG�FRGH�UHYLHZ�WKDW�VHDUFKHV�WKH�FRGH�IRU�HUURU�KDQGOLQJ�ORJLF��(UURU�KDQGOLQJ�
VKRXOG�EH�FRQVLVWHQW�DFURVV�WKH�HQWLUH�VLWH�DQG�HDFK�SLHFH�VKRXOG�EH�D�SDUW�RI�D�ZHOO�GHVLJQHG�VFKHPH��$�FRGH�UHYLHZ�ZLOO�
UHYHDO�KRZ�WKH�V\VWHP�LV�LQWHQGHG�WR�KDQGOH�YDULRXV�W\SHV�RI�HUURUV��,I�\RX�ILQG�WKDW�WKHUH�LV�QR�RUJDQL]DWLRQ�WR�WKH�HUURU�
KDQGOLQJ�VFKHPH�RU�WKDW�WKHUH�DSSHDU�WR�EH�VHYHUDO�GLIIHUHQW�VFKHPHV��WKHUH�LV�TXLWH�OLNHO\�D�SUREOHP��
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$����+RZ�WR�3URWHFW�<RXUVHOI�

$�VSHFLILF�SROLF\�IRU�KRZ�WR�KDQGOH�HUURUV�VKRXOG�EH�GRFXPHQWHG��LQFOXGLQJ�WKH�W\SHV�RI�HUURUV�WR�EH�KDQGOHG�DQG�IRU�HDFK��
ZKDW�LQIRUPDWLRQ�LV�JRLQJ�WR�EH�UHSRUWHG�EDFN�WR�WKH�XVHU��DQG�ZKDW�LQIRUPDWLRQ�LV�JRLQJ�WR�EH�ORJJHG��$OO�GHYHORSHUV�QHHG�WR�
XQGHUVWDQG�WKH�SROLF\�DQG�HQVXUH�WKDW�WKHLU�FRGH�IROORZV�LW��

,Q�WKH�LPSOHPHQWDWLRQ��HQVXUH�WKDW�WKH�VLWH�LV�EXLOW�WR�JUDFHIXOO\�KDQGOH�DOO�SRVVLEOH�HUURUV��:KHQ�HUURUV�RFFXU��WKH�VLWH�VKRXOG�
UHVSRQG�ZLWK�D�VSHFLILFDOO\�GHVLJQHG�UHVXOW�WKDW�LV�KHOSIXO�WR�WKH�XVHU�ZLWKRXW�UHYHDOLQJ�XQQHFHVVDU\�LQWHUQDO�GHWDLOV��&HUWDLQ�
FODVVHV�RI�HUURUV�VKRXOG�EH�ORJJHG�WR�KHOS�GHWHFW�LPSOHPHQWDWLRQ�IODZV�LQ�WKH�VLWH�DQG�RU�KDFNLQJ�DWWHPSWV��

9HU\�IHZ�VLWHV�KDYH�DQ\�LQWUXVLRQ�GHWHFWLRQ�FDSDELOLWLHV�LQ�WKHLU�ZHE�DSSOLFDWLRQ��EXW�LW�LV�FHUWDLQO\�FRQFHLYDEOH�WKDW�D�ZHE�
DSSOLFDWLRQ�FRXOG�WUDFN�UHSHDWHG�IDLOHG�DWWHPSWV�DQG�JHQHUDWH�DOHUWV��1RWH�WKDW�WKH�YDVW�PDMRULW\�RI�ZHE�DSSOLFDWLRQ�DWWDFNV�DUH�
QHYHU�GHWHFWHG�EHFDXVH�VR�IHZ�VLWHV�KDYH�WKH�FDSDELOLW\�WR�GHWHFW�WKHP��7KHUHIRUH��WKH�SUHYDOHQFH�RI�ZHE�DSSOLFDWLRQ�VHFXULW\�
DWWDFNV�LV�OLNHO\�WR�EH�VHULRXVO\�XQGHUHVWLPDWHG��

7KH�2:$63�)LOWHUV�SURMHFW�LV�SURGXFLQJ�UHXVDEOH�FRPSRQHQWV�LQ�VHYHUDO�ODQJXDJHV�WR�KHOS�SUHYHQW�HUURU�FRGHV�OHDNLQJ�LQWR�
XVHU¶V�ZHE�SDJHV�E\�ILOWHULQJ�SDJHV�ZKHQ�WKH\�DUH�FRQVWUXFWHG�G\QDPLFDOO\�E\�WKH�DSSOLFDWLRQ��
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$�� ,QVHFXUH�6WRUDJH�

$����'HVFULSWLRQ�

0RVW�ZHE�DSSOLFDWLRQV�KDYH�D�QHHG�WR�VWRUH�VHQVLWLYH�LQIRUPDWLRQ��HLWKHU�LQ�D�GDWDEDVH�RU�RQ�D�ILOH�V\VWHP�VRPHZKHUH��7KH�
LQIRUPDWLRQ�PLJKW�EH�SDVVZRUGV��FUHGLW�FDUG�QXPEHUV��DFFRXQW�UHFRUGV��RU�SURSULHWDU\�LQIRUPDWLRQ��)UHTXHQWO\��HQFU\SWLRQ�
WHFKQLTXHV�DUH�XVHG�WR�SURWHFW�WKLV�VHQVLWLYH�LQIRUPDWLRQ��:KLOH�HQFU\SWLRQ�KDV�EHFRPH�UHODWLYHO\�HDV\�WR�LPSOHPHQW�DQG�XVH��
GHYHORSHUV�VWLOO�IUHTXHQWO\�PDNH�PLVWDNHV�ZKLOH�LQWHJUDWLQJ�LW�LQWR�D�ZHE�DSSOLFDWLRQ��'HYHORSHUV�PD\�RYHUHVWLPDWH�WKH�
SURWHFWLRQ�JDLQHG�E\�XVLQJ�HQFU\SWLRQ�DQG�QRW�EH�DV�FDUHIXO�LQ�VHFXULQJ�RWKHU�DVSHFWV�RI�WKH�VLWH��$�IHZ�DUHDV�ZKHUH�PLVWDNHV�
DUH�FRPPRQO\�PDGH�LQFOXGH��

�� )DLOXUH�WR�HQFU\SW�FULWLFDO�GDWD�

�� ,QVHFXUH�VWRUDJH�RI�NH\V��FHUWLILFDWHV��DQG�SDVVZRUGV�

�� ,PSURSHU�VWRUDJH�RI�VHFUHWV�LQ�PHPRU\�

�� 3RRU�VRXUFHV�RI�UDQGRPQHVV�

�� 3RRU�FKRLFH�RI�DOJRULWKP�

�� $WWHPSWLQJ�WR�LQYHQW�D�QHZ�HQFU\SWLRQ�DOJRULWKP�

�� )DLOXUH�WR�LQFOXGH�VXSSRUW�IRU�HQFU\SWLRQ�NH\�FKDQJHV�DQG�RWKHU�UHTXLUHG�PDLQWHQDQFH�SURFHGXUHV�

�

7KH�LPSDFW�RI�WKHVH�ZHDNQHVVHV�FDQ�EH�GHYDVWDWLQJ�WR�WKH�VHFXULW\�RI�D�ZHEVLWH��(QFU\SWLRQ�LV�JHQHUDOO\�XVHG�WR�SURWHFW�D�
VLWH¶V�PRVW�VHQVLWLYH�DVVHWV��ZKLFK�PD\�EH�WRWDOO\�FRPSURPLVHG�E\�D�ZHDNQHVV��

$����(QYLURQPHQWV�$IIHFWHG�

0RVW�ZHE�DSSOLFDWLRQ�HQYLURQPHQWV�LQFOXGH�VRPH�IRUP�RI�FU\SWRJUDSKLF�VXSSRUW��,Q�WKH�UDUH�FDVH�WKDW�VXFK�VXSSRUW�LV�QRW�
DOUHDG\�DYDLODEOH��WKHUH�DUH�D�ZLGH�YDULHW\�RI�WKLUG�SDUW\�SURGXFWV�WKDW�FDQ�EH�DGGHG��2QO\�ZHE�VLWHV�WKDW�XVH�HQFU\SWLRQ�WR�
SURWHFW�LQIRUPDWLRQ�LQ�VWRUDJH�RU�WUDQVLW�DUH�VXVFHSWLEOH�WR�WKHVH�DWWDFNV��1RWH�WKDW�WKLV�VHFWLRQ�GRHV�QRW�FRYHU�WKH�XVH�RI�66/��
ZKLFK�LV�FRYHUHG�LQ�$���,QVHFXUH�&RQILJXUDWLRQ�0DQDJHPHQW��7KLV�VHFWLRQ�GHDOV�RQO\�ZLWK�SURJUDPPDWLF�HQFU\SWLRQ�RI�
DSSOLFDWLRQ�OD\HU�GDWD��

$����([DPSOHV�DQG�5HIHUHQFHV�

�� 2:$63�*XLGH�WR�%XLOGLQJ�6HFXUH�:HE�$SSOLFDWLRQV�DQG�:HE�6HUYLFHV�
KWWS���ZZZ�RZDVS�RUJ�GRFXPHQWDWLRQ�JXLGH��

�� %UXFH�6FKQHLHU��³$SSOLHG�&U\SWRJUDSK\´���
QG
�HGLWLRQ��-RKQ�:LOH\�	�6RQV�������

$����+RZ�WR�'HWHUPLQH�,I�<RX�$UH�9XOQHUDEOH�

'LVFRYHULQJ�FU\SWRJUDSKLF�IODZV�ZLWKRXW�DFFHVV�WR�WKH�VRXUFH�FRGH�FDQ�EH�H[WUHPHO\�WLPH�FRQVXPLQJ��+RZHYHU��LW�LV�SRVVLEOH�
WR�H[DPLQH�WRNHQV��VHVVLRQ�,'V��FRRNLHV�DQG�RWKHU�FUHGHQWLDOV�WR�VHH�LI�WKH\�DUH�REYLRXVO\�QRW�UDQGRP��$OO�WKH�WUDGLWLRQDO�
FU\SWDQDO\VLV�DSSURDFKHV�FDQ�EH�XVHG�WR�DWWHPSW�WR�XQFRYHU�KRZ�D�ZHE�VLWH�LV�XVLQJ�FU\SWRJUDSKLF�IXQFWLRQV��

%\�IDU�WKH�HDVLHVW�DSSURDFK�LV�WR�UHYLHZ�WKH�FRGH�WR�VHH�KRZ�WKH�FU\SWRJUDSKLF�IXQFWLRQV�DUH�LPSOHPHQWHG��$�FDUHIXO�UHYLHZ�RI�
WKH�VWUXFWXUH��TXDOLW\��DQG�LPSOHPHQWDWLRQ�RI�WKH�FU\SWRJUDSKLF�PRGXOHV�VKRXOG�EH�SHUIRUPHG��7KH�UHYLHZHU�VKRXOG�KDYH�D�
VWURQJ�EDFNJURXQG�LQ�WKH�XVH�RI�FU\SWRJUDSK\�DQG�FRPPRQ�IODZV��7KH�UHYLHZ�VKRXOG�DOVR�FRYHU�KRZ�NH\V��SDVVZRUGV��DQG�
RWKHU�VHFUHWV�DUH�VWRUHG��SURWHFWHG��ORDGHG��SURFHVVHG��DQG�FOHDUHG�IURP�PHPRU\��
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$����+RZ�WR�3URWHFW�<RXUVHOI�

7KH�HDVLHVW�ZD\�WR�SURWHFW�DJDLQVW�FU\SWRJUDSKLF�IODZV�LV�WR�PLQLPL]H�WKH�XVH�RI�HQFU\SWLRQ�DQG�RQO\�NHHS�LQIRUPDWLRQ�WKDW�LV�
DEVROXWHO\�QHFHVVDU\��)RU�H[DPSOH��UDWKHU�WKDQ�HQFU\SWLQJ�FUHGLW�FDUG�QXPEHUV�DQG�VWRULQJ�WKHP��VLPSO\�UHTXLUH�XVHUV�WR�UH�
HQWHU�WKH�QXPEHUV��$OVR��LQVWHDG�RI�VWRULQJ�HQFU\SWHG�SDVVZRUGV��XVH�D�RQH�ZD\�IXQFWLRQ��VXFK�DV�6+$����WR�KDVK�WKH�
SDVVZRUGV��

,I�FU\SWRJUDSK\�PXVW�EH�XVHG��FKRRVH�D�OLEUDU\�WKDW�KDV�EHHQ�H[SRVHG�WR�SXEOLF�VFUXWLQ\�DQG�PDNH�VXUH�WKDW�WKHUH�DUH�QR�
RSHQ�YXOQHUDELOLWLHV��(QFDSVXODWH�WKH�FU\SWRJUDSKLF�IXQFWLRQV�WKDW�DUH�XVHG�DQG�UHYLHZ�WKH�FRGH�FDUHIXOO\��%H�VXUH�WKDW�
VHFUHWV��VXFK�DV�NH\V��FHUWLILFDWHV��DQG�SDVVZRUGV��DUH�VWRUHG�VHFXUHO\��7R�PDNH�LW�GLIILFXOW�IRU�DQ�DWWDFNHU��WKH�PDVWHU�VHFUHW�
VKRXOG�EH�VSOLW�LQWR�DW�OHDVW�WZR�ORFDWLRQV�DQG�DVVHPEOHG�DW�UXQWLPH��6XFK�ORFDWLRQV�PLJKW�LQFOXGH�D�FRQILJXUDWLRQ�ILOH��DQ�
H[WHUQDO�VHUYHU��RU�ZLWKLQ�WKH�FRGH�LWVHOI��
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$��'HQLDO�RI�6HUYLFH�

$����'HVFULSWLRQ�

:HE�DSSOLFDWLRQV�DUH�SDUWLFXODUO\�VXVFHSWLEOH�WR�GHQLDO�RI�VHUYLFH�DWWDFNV��1RWH�WKDW�QHWZRUN�GHQLDO�RI�VHUYLFH�DWWDFNV��VXFK�DV�
6<1�IORRGV��DUH�D�VHSDUDWH�SUREOHP�WKDW�LV�RXWVLGH�WKH�VFRSH�RI�WKLV�GRFXPHQW��

$�ZHE�DSSOLFDWLRQ�FDQ¶W�HDVLO\�WHOO�WKH�GLIIHUHQFH�EHWZHHQ�DQ�DWWDFN�DQG�RUGLQDU\�WUDIILF��7KHUH�DUH�PDQ\�IDFWRUV�WKDW�FRQWULEXWH�
WR�WKLV�GLIILFXOW\��EXW�RQH�RI�WKH�PRVW�LPSRUWDQW�LV�WKDW��IRU�D�QXPEHU�RI�UHDVRQV��,3�DGGUHVVHV�DUH�QRW�XVHIXO�DV�DQ�LGHQWLILFDWLRQ�
FUHGHQWLDO��%HFDXVH�WKHUH�LV�QR�UHOLDEOH�ZD\�WR�WHOO�ZKHUH�DQ�+773�UHTXHVW�LV�IURP��LW�LV�YHU\�GLIILFXOW�WR�ILOWHU�RXW�PDOLFLRXV�
WUDIILF��)RU�GLVWULEXWHG�DWWDFNV��KRZ�ZRXOG�DQ�DSSOLFDWLRQ�WHOO�WKH�GLIIHUHQFH�EHWZHHQ�D�WUXH�DWWDFN��PXOWLSOH�XVHUV�DOO�KLWWLQJ�
UHORDG�DW�WKH�VDPH�WLPH��ZKLFK�PLJKW�KDSSHQ�LI�WKHUH�LV�D�WHPSRUDU\�SUREOHP�ZLWK�WKH�VLWH���RU�JHWWLQJ�³VODVKGRWWHG´"�

0RVW�ZHE�VHUYHUV�FDQ�KDQGOH�VHYHUDO�KXQGUHG�FRQFXUUHQW�XVHUV�XQGHU�QRUPDO�XVH��$�VLQJOH�DWWDFNHU�FDQ�JHQHUDWH�HQRXJK�
WUDIILF�IURP�D�VLQJOH�KRVW�WR�VZDPS�PDQ\�DSSOLFDWLRQV��/RDG�EDODQFLQJ�FDQ�PDNH�WKHVH�DWWDFNV�PRUH�GLIILFXOW��EXW�IDU�IURP�
LPSRVVLEOH��HVSHFLDOO\�LI�VHVVLRQV�DUH�WLHG�WR�D�SDUWLFXODU�VHUYHU��7KLV�LV�D�JRRG�UHDVRQ�WR�PDNH�DQ�DSSOLFDWLRQ¶V�VHVVLRQ�GDWD�
DV�VPDOO�DV�SRVVLEOH�DQG�WR�PDNH�LW�VRPHZKDW�GLIILFXOW�WR�VWDUW�D�QHZ�VHVVLRQ��

2QFH�DQ�DWWDFNHU�FDQ�FRQVXPH�DOO�RI�VRPH�UHTXLUHG�UHVRXUFH��WKH\�FDQ�SUHYHQW�OHJLWLPDWH�XVHUV�IURP�XVLQJ�WKH�V\VWHP��
6RPH�UHVRXUFHV�WKDW�DUH�OLPLWHG�LQFOXGH�EDQGZLGWK��GDWDEDVH�FRQQHFWLRQV��GLVN�VWRUDJH��&38��PHPRU\��WKUHDGV��RU�
DSSOLFDWLRQ�VSHFLILF�UHVRXUFHV���$OO�RI�WKHVH�UHVRXUFHV�FDQ�EH�FRQVXPHG�E\�DWWDFNV�WKDW�WDUJHW�WKHP��)RU�H[DPSOH��D�VLWH�WKDW�
DOORZV�XQDXWKHQWLFDWHG�XVHUV�WR�UHTXHVW�PHVVDJH�ERDUG�WUDIILF�PD\�VWDUW�PDQ\�GDWDEDVH�TXHULHV�IRU�HDFK�+773�UHTXHVW�WKH\�
UHFHLYH��$Q�DWWDFNHU�FDQ�HDVLO\�VHQG�VR�PDQ\�UHTXHVWV�WKDW�WKH�GDWDEDVH�FRQQHFWLRQ�SRRO�ZLOO�JHW�XVHG�XS�DQG�WKHUH�ZLOO�EH�
QRQH�OHIW�WR�VHUYLFH�OHJLWLPDWH�XVHUV��

2WKHU�YDULDQWV�RI�WKHVH�DWWDFNV�WDUJHW�V\VWHP�UHVRXUFHV�UHODWHG�WR�D�SDUWLFXODU�XVHU��)RU�H[DPSOH��DQ�DWWDFNHU�PLJKW�EH�DEOH�WR�
ORFN�RXW�D�OHJLWLPDWH�XVHU�E\�VHQGLQJ�LQYDOLG�FUHGHQWLDOV�XQWLO�WKH�V\VWHP�ORFNV�RXW�WKH�DFFRXQW��2U�WKH�DWWDFNHU�PLJKW�UHTXHVW�
D�QHZ�SDVVZRUG�IRU�D�XVHU��IRUFLQJ�WKHP�WR�DFFHVV�WKHLU�HPDLO�DFFRXQW�WR�UHJDLQ�DFFHVV��$OWHUQDWLYHO\��LI�WKH�V\VWHP�ORFNV�DQ\�
UHVRXUFHV�IRU�D�VLQJOH�XVHU��WKHQ�DQ�DWWDFNHU�FRXOG�SRWHQWLDOO\�WLH�WKHP�XS�VR�RWKHUV�FRXOG�QRW�XVH�WKHP��

6RPH�ZHE�DSSOLFDWLRQV�DUH�HYHQ�VXVFHSWLEOH�WR�DWWDFNV�WKDW�ZLOO�WDNH�WKHP�RIIOLQH�LPPHGLDWHO\��$SSOLFDWLRQV�WKDW�GR�QRW�
SURSHUO\�KDQGOH�HUURUV�FDQ�HYHQ�WDNH�GRZQ�WKH�ZHE�DSSOLFDWLRQ�FRQWDLQHU��7KHVH�DWWDFNV�DUH�SDUWLFXODUO\�GHYDVWDWLQJ�EHFDXVH�
WKH\�LQVWDQWO\�SUHYHQW�DOO�RWKHU�XVHUV�IURP�XVLQJ�WKH�DSSOLFDWLRQ��

7KHUH�DUH�D�ZLGH�YDULHW\�RI�WKHVH�DWWDFNV��PRVW�RI�ZKLFK�FDQ�EH�HDVLO\�ODXQFKHG�ZLWK�D�IHZ�OLQHV�RI�SHUO�FRGH�IURP�D�ORZ�
SRZHUHG�FRPSXWHU��:KLOH�WKHUH�DUH�QR�SHUIHFW�GHIHQVHV�WR�WKHVH�DWWDFNV��LW�LV�SRVVLEOH�WR�PDNH�LW�PRUH�GLIILFXOW�IRU�WKHP�WR�
VXFFHHG��

$����(QYLURQPHQWV�$IIHFWHG�

$OO�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQPHQWV�DUH�VXVFHSWLEOH�WR�GHQLDO�RI�VHUYLFH�DWWDFNV��

$����([DPSOHV�DQG�5HIHUHQFHV�

�� 2:$63�*XLGH�WR�%XLOGLQJ�6HFXUH�:HE�$SSOLFDWLRQV�DQG�:HE�6HUYLFHV�
KWWS���ZZZ�RZDVS�RUJ�GRFXPHQWDWLRQ�JXLGH���

$����+RZ�WR�'HWHUPLQH�,I�<RX�$UH�9XOQHUDEOH�

2QH�RI�WKH�KDUGHVW�SDUWV�RI�GHQLDO�RI�VHUYLFH�DWWDFNV�LV�GHWHUPLQLQJ�ZKHWKHU�\RX�DUH�YXOQHUDEOH��/RDG�WHVWLQJ�WRROV��VXFK�DV�
-0HWHU�FDQ�JHQHUDWH�ZHE�WUDIILF�VR�WKDW�\RX�FDQ�WHVW�FHUWDLQ�DVSHFWV�RI�KRZ�\RXU�VLWH�SHUIRUPV�XQGHU�KHDY\�ORDG��&HUWDLQO\�
RQH�LPSRUWDQW�WHVW�LV�KRZ�PDQ\�UHTXHVWV�SHU�VHFRQG�\RXU�DSSOLFDWLRQ�FDQ�ILHOG��7HVWLQJ�IURP�D�VLQJOH�,3�DGGUHVV�LV�XVHIXO�DV�LW�
ZLOO�JLYH�\RX�DQ�LGHD�RI�KRZ�PDQ\�UHTXHVWV�DQ�DWWDFNHU�ZLOO�KDYH�WR�JHQHUDWH�LQ�RUGHU�WR�GDPDJH�\RXU�VLWH��
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7R�GHWHUPLQH�LI�DQ\�UHVRXUFHV�FDQ�EH�XVHG�WR�FUHDWH�D�GHQLDO�RI�VHUYLFH��\RX�VKRXOG�DQDO\]H�HDFK�RQH�WR�VHH�LI�WKHUH�LV�D�ZD\�
WR�H[KDXVW�LW��<RX�VKRXOG�SDUWLFXODUO\�IRFXV�RQ�ZKDW�DQ�XQDXWKHQWLFDWHG�XVHU�FDQ�GR��EXW�XQOHVV�\RX�WUXVW�DOO�RI�\RXU�XVHUV��\RX�
VKRXOG�H[DPLQH�ZKDW�DQ�DXWKHQWLFDWHG�XVHU�FDQ�GR�DV�ZHOO��

$����+RZ�WR�3URWHFW�<RXUVHOI�

'HIHQGLQJ�DJDLQVW�GHQLDO�RI�VHUYLFH�DWWDFNV�LV�GLIILFXOW��DV�WKHUH�LV�QR�ZD\�WR�SURWHFW�DJDLQVW�WKHVH�DWWDFNV�SHUIHFWO\��

$V�D�JHQHUDO�UXOH��\RX�VKRXOG�OLPLW�WKH�UHVRXUFHV�DOORFDWHG�WR�DQ\�XVHU�WR�D�EDUH�PLQLPXP��)RU�DXWKHQWLFDWHG�XVHUV��LW�LV�
SRVVLEOH�WR�HVWDEOLVK�TXRWDV�VR�WKDW�\RX�FDQ�OLPLW�WKH�DPRXQW�RI�ORDG�D�SDUWLFXODU�XVHU�FDQ�SXW�RQ�\RXU�V\VWHP��,Q�SDUWLFXODU��
\RX�PLJKW�FRQVLGHU�RQO\�KDQGOLQJ�RQH�UHTXHVW�SHU�XVHU�DW�D�WLPH�E\�V\QFKURQL]LQJ�RQ�WKH�XVHU¶V�VHVVLRQ��<RX�PLJKW�DOVR�
FRQVLGHU�GURSSLQJ�DQ\�UHTXHVWV�WKDW�\RX�DUH�FXUUHQWO\�SURFHVVLQJ�IRU�D�XVHU�ZKHQ�DQRWKHU�UHTXHVW�IURP�WKDW�XVHU�DUULYHV��

)RU�XQDXWKHQWLFDWHG�XVHUV��\RX�VKRXOG�DYRLG�DQ\�XQQHFHVVDU\�DFFHVV�WR�GDWDEDVHV�RU�RWKHU�H[SHQVLYH�UHVRXUFHV��7U\�WR�
DUFKLWHFW�WKH�IORZ�RI�\RXU�VLWH�VR�WKDW�DQ�XQDXWKHQWLFDWHG�XVHU�ZLOO�QRW�EH�DEOH�WR�LQYRNH�DQ\�H[SHQVLYH�RSHUDWLRQV��<RX�PLJKW�
FRQVLGHU�FDFKLQJ�WKH�FRQWHQW�UHFHLYHG�E\�XQDXWKHQWLFDWHG�XVHUV�LQVWHDG�RI�JHQHUDWLQJ�LW�RU�DFFHVVLQJ�GDWDEDVHV�WR�UHWULHYH�LW��

<RX�VKRXOG�DOVR�FKHFN�\RXU�HUURU�KDQGOLQJ�VFKHPH�WR�HQVXUH�WKDW�DQ�HUURU�FDQQRW�DIIHFW�WKH�RYHUDOO�RSHUDWLRQ�RI�WKH�
DSSOLFDWLRQ��

�
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$��� ,QVHFXUH�&RQILJXUDWLRQ�0DQDJHPHQW�

$����� 'HVFULSWLRQ�

:HE�VHUYHU�DQG�DSSOLFDWLRQ�VHUYHU�FRQILJXUDWLRQV�SOD\�D�NH\�UROH�LQ�WKH�VHFXULW\�RI�D�ZHE�DSSOLFDWLRQ��7KHVH�VHUYHUV�DUH�
UHVSRQVLEOH�IRU�VHUYLQJ�FRQWHQW�DQG�LQYRNLQJ�DSSOLFDWLRQV�WKDW�JHQHUDWH�FRQWHQW��,Q�DGGLWLRQ��PDQ\�DSSOLFDWLRQ�VHUYHUV�SURYLGH�
D�QXPEHU�RI�VHUYLFHV�WKDW�ZHE�DSSOLFDWLRQV�FDQ�XVH��LQFOXGLQJ�GDWD�VWRUDJH��GLUHFWRU\�VHUYLFHV��PDLO��PHVVDJLQJ��DQG�PRUH��
)DLOXUH�WR�PDQDJH�WKH�SURSHU�FRQILJXUDWLRQ�RI�\RXU�VHUYHUV�FDQ�OHDG�WR�D�ZLGH�YDULHW\�RI�VHFXULW\�SUREOHPV��

)UHTXHQWO\��WKH�ZHE�GHYHORSPHQW�JURXS�LV�VHSDUDWH�IURP�WKH�JURXS�RSHUDWLQJ�WKH�VLWH���,Q�IDFW��WKHUH�LV�RIWHQ�D�ZLGH�JDS�
EHWZHHQ�WKRVH�ZKR�ZULWH�WKH�DSSOLFDWLRQ�DQG�WKRVH�UHVSRQVLEOH�IRU�WKH�RSHUDWLRQV�HQYLURQPHQW��:HE�DSSOLFDWLRQ�VHFXULW\�
FRQFHUQV�RIWHQ�VSDQ�WKLV�JDS�DQG�UHTXLUH�PHPEHUV�IURP�ERWK�VLGHV�RI�WKH�SURMHFW�WR�SURSHUO\�HQVXUH�WKH�VHFXULW\�RI�D�VLWH¶V�
DSSOLFDWLRQ��

7KHUH�DUH�D�ZLGH�YDULHW\�RI�VHUYHU�FRQILJXUDWLRQ�SUREOHPV�WKDW�FDQ�SODJXH�WKH�VHFXULW\�RI�D�VLWH��7KHVH�LQFOXGH��

�� 8QSDWFKHG�VHFXULW\�IODZV�LQ�WKH�VHUYHU�VRIWZDUH�

�� 6HUYHU�VRIWZDUH�IODZV�RU�PLVFRQILJXUDWLRQV�WKDW�SHUPLW�GLUHFWRU\�OLVWLQJ�DQG�GLUHFWRU\�WUDYHUVDO�DWWDFNV�

�� 8QQHFHVVDU\�GHIDXOW��EDFNXS��RU�VDPSOH�ILOHV��LQFOXGLQJ�VFULSWV��DSSOLFDWLRQV��FRQILJXUDWLRQ�ILOHV��DQG�ZHE�SDJHV�

�� ,PSURSHU�ILOH�DQG�GLUHFWRU\�SHUPLVVLRQV�

�� 8QQHFHVVDU\�VHUYLFHV�HQDEOHG��LQFOXGLQJ�FRQWHQW�PDQDJHPHQW�DQG�UHPRWH�DGPLQLVWUDWLRQ�

�� 'HIDXOW�DFFRXQWV�ZLWK�WKHLU�GHIDXOW�SDVVZRUGV�

�� $GPLQLVWUDWLYH�RU�GHEXJJLQJ�IXQFWLRQV�WKDW�DUH�HQDEOHG�RU�DFFHVVLEOH�

�� 2YHUO\�LQIRUPDWLYH�HUURU�PHVVDJHV��PRUH�GHWDLOV�LQ�WKH�HUURU�KDQGOLQJ�VHFWLRQ��

�� 0LVFRQILJXUHG�66/�FHUWLILFDWHV�DQG�HQFU\SWLRQ�VHWWLQJV�

�� 8VH�RI�VHOI�VLJQHG�FHUWLILFDWHV�WR�DFKLHYH�DXWKHQWLFDWLRQ�DQG�PDQ�LQ�WKH�PLGGOH�SURWHFWLRQ�

�� 8VH�RI�GHIDXOW�FHUWLILFDWHV�

�� ,PSURSHU�DXWKHQWLFDWLRQ�ZLWK�H[WHUQDO�V\VWHPV�

�

6RPH�RI�WKHVH�SUREOHPV�FDQ�EH�GHWHFWHG�ZLWK�UHDGLO\�DYDLODEOH�VHFXULW\�VFDQQLQJ�WRROV��2QFH�GHWHFWHG��WKHVH�SUREOHPV�FDQ�
EH�HDVLO\�H[SORLWHG�DQG�UHVXOW�LQ�WRWDO�FRPSURPLVH�RI�D�ZHEVLWH��6XFFHVVIXO�DWWDFNV�FDQ�DOVR�UHVXOW�LQ�WKH�FRPSURPLVH�RI�
EDFNHQG�V\VWHPV�LQFOXGLQJ�GDWDEDVHV�DQG�FRUSRUDWH�QHWZRUNV��+DYLQJ�VHFXUH�VRIWZDUH�DQG�D�VHFXUH�FRQILJXUDWLRQ�DUH�ERWK�
UHTXLUHG�LQ�RUGHU�WR�KDYH�D�VHFXUH�VLWH��

$����� (QYLURQPHQWV�$IIHFWHG�

$OO�ZHE�VHUYHUV��DSSOLFDWLRQ�VHUYHUV��DQG�ZHE�DSSOLFDWLRQ�HQYLURQPHQWV�DUH�VXVFHSWLEOH�WR�PLVFRQILJXUDWLRQ���

$����� ([DPSOHV�DQG�5HIHUHQFHV�

�� 2:$63�*XLGH�WR�%XLOGLQJ�6HFXUH�:HE�$SSOLFDWLRQV�DQG�:HE�6HUYLFHV�
KWWS���ZZZ�RZDVS�RUJ�GRFXPHQWDWLRQ�JXLGH���

�� :HE�6HUYHU�6HFXULW\�%HVW�3UDFWLFHV��KWWS���ZZZ�SFPDJ�FRP�DUWLFOH������������������DVS�

�� 6HFXULQJ�3XEOLF�:HE�6HUYHUV��IURP�&(57���KWWS���ZZZ�FHUW�RUJ�VHFXULW\�LPSURYHPHQW�PRGXOHV�P���KWPO�
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$����� +RZ�WR�'HWHUPLQH�,I�<RX�$UH�9XOQHUDEOH�

,I�\RX�KDYH�QRW�PDGH�D�FRQFHUWHG�HIIRUW�WR�ORFN�GRZQ�\RXU�ZHE�DQG�DSSOLFDWLRQ�VHUYHUV�\RX�DUH�PRVW�OLNHO\�YXOQHUDEOH��)HZ��LI�
DQ\��VHUYHU�SURGXFWV�DUH�VHFXUH�RXW�RI�WKH�ER[��$�VHFXUH�FRQILJXUDWLRQ�IRU�\RXU�SODWIRUP�VKRXOG�EH�GRFXPHQWHG�DQG�XSGDWHG�
IUHTXHQWO\��$�PDQXDO�UHYLHZ�RI�WKH�FRQILJXUDWLRQ�JXLGH�VKRXOG�EH�SHUIRUPHG�UHJXODUO\�WR�HQVXUH�WKDW�LW�KDV�EHHQ�NHSW�XS�WR�
GDWH�DQG�LV�FRQVLVWHQW��$�FRPSDULVRQ�WR�WKH�DFWXDO�GHSOR\HG�V\VWHPV�LV�DOVR�UHFRPPHQGHG��

,Q�DGGLWLRQ��WKHUH�DUH�D�QXPEHU�RI�VFDQQLQJ�SURGXFWV�DYDLODEOH�WKDW�ZLOO�H[WHUQDOO\�VFDQ�D�ZHE�RU�DSSOLFDWLRQ�VHUYHU�IRU�NQRZQ�
YXOQHUDELOLWLHV��LQFOXGLQJ�1HVVXV�DQG�1LNWR��<RX�VKRXOG�UXQ�WKHVH�WRROV�RQ�D�UHJXODU�EDVLV��DW�OHDVW�PRQWKO\��WR�ILQG�SUREOHPV�
DV�VRRQ�DV�SRVVLEOH��7KH�WRROV�VKRXOG�EH�UXQ�ERWK�LQWHUQDOO\�DQG�H[WHUQDOO\��([WHUQDO�VFDQV�VKRXOG�EH�UXQ�IURP�D�KRVW�ORFDWHG�
H[WHUQDO�WR�WKH�VHUYHU¶V�QHWZRUN��,QWHUQDO�VFDQV�VKRXOG�EH�UXQ�IURP�WKH�VDPH�QHWZRUN�DV�WKH�WDUJHW�VHUYHUV��

$����� +RZ�WR�3URWHFW�<RXUVHOI�

7KH�ILUVW�VWHS�LV�WR�FUHDWH�D�KDUGHQLQJ�JXLGHOLQH�IRU�\RXU�SDUWLFXODU�ZHE�VHUYHU�DQG�DSSOLFDWLRQ�VHUYHU�FRQILJXUDWLRQ��7KLV�
FRQILJXUDWLRQ�VKRXOG�EH�XVHG�RQ�DOO�KRVWV�UXQQLQJ�WKH�DSSOLFDWLRQ�DQG�LQ�WKH�GHYHORSPHQW�HQYLURQPHQW�DV�ZHOO��:H�
UHFRPPHQG�VWDUWLQJ�ZLWK�DQ\�H[LVWLQJ�JXLGDQFH�\RX�FDQ�ILQG�IURP�\RXU�YHQGRU�RU�WKRVH�DYDLODEOH�IURP�WKH�YDULRXV�H[LVWLQJ�
VHFXULW\�RUJDQL]DWLRQV�VXFK�DV�2:$63��&(57��DQG�6$16�DQG�WKHQ�WDLORULQJ�WKHP�IRU�\RXU�SDUWLFXODU�QHHGV��7KH�KDUGHQLQJ�
JXLGHOLQH�VKRXOG�LQFOXGH�WKH�IROORZLQJ�WRSLFV��

�� &RQILJXULQJ�DOO�VHFXULW\�PHFKDQLVPV�

�� 7XUQLQJ�RII�DOO�XQXVHG�VHUYLFHV�

�� 6HWWLQJ�XS�UROHV��SHUPLVVLRQV��DQG�DFFRXQWV��LQFOXGLQJ�GLVDEOLQJ�DOO�GHIDXOW�DFFRXQWV�RU�FKDQJLQJ�WKHLU�SDVVZRUGV�

�� /RJJLQJ�DQG�DOHUWV�

�

2QFH�\RXU�JXLGHOLQH�KDV�EHHQ�HVWDEOLVKHG��XVH�LW�WR�FRQILJXUH�DQG�PDLQWDLQ�\RXU�VHUYHUV��,I�\RX�KDYH�D�ODUJH�QXPEHU�RI�
VHUYHUV�WR�FRQILJXUH��FRQVLGHU�VHPL�DXWRPDWLQJ�RU�FRPSOHWHO\�DXWRPDWLQJ�WKH�FRQILJXUDWLRQ�SURFHVV��8VH�DQ�H[LVWLQJ�
FRQILJXUDWLRQ�WRRO�RU�GHYHORS�\RXU�RZQ��$�QXPEHU�RI�VXFK�WRROV�DOUHDG\�H[LVW��<RX�FDQ�DOVR�XVH�GLVN�UHSOLFDWLRQ�WRROV�VXFK�DV�
*KRVW�WR�WDNH�DQ�LPDJH�RI�DQ�H[LVWLQJ�KDUGHQHG�VHUYHU��DQG�WKHQ�UHSOLFDWH�WKDW�LPDJH�WR�QHZ�VHUYHUV��6XFK�D�SURFHVV�PD\�RU�
PD\�QRW�ZRUN�IRU�\RX�JLYHQ�\RXU�SDUWLFXODU�HQYLURQPHQW��

.HHSLQJ�WKH�VHUYHU�FRQILJXUDWLRQ�VHFXUH�UHTXLUHV�YLJLODQFH��<RX�VKRXOG�EH�VXUH�WKDW�WKH�UHVSRQVLELOLW\�IRU�NHHSLQJ�WKH�VHUYHU�
FRQILJXUDWLRQ�XS�WR�GDWH�LV�DVVLJQHG�WR�DQ�LQGLYLGXDO�RU�WHDP��7KH�PDLQWHQDQFH�SURFHVV�VKRXOG�LQFOXGH��

�� 0RQLWRULQJ�WKH�ODWHVW�VHFXULW\�YXOQHUDELOLWLHV�SXEOLVKHG�

�� $SSO\LQJ�WKH�ODWHVW�VHFXULW\�SDWFKHV�

�� 8SGDWLQJ�WKH�VHFXULW\�FRQILJXUDWLRQ�JXLGHOLQH�

�� 5HJXODU�YXOQHUDELOLW\�VFDQQLQJ�IURP�ERWK�LQWHUQDO�DQG�H[WHUQDO�SHUVSHFWLYHV�

�� 5HJXODU�LQWHUQDO�UHYLHZV�RI�WKH�VHUYHU¶V�VHFXULW\�FRQILJXUDWLRQ�DV�FRPSDUHG�WR�\RXU�FRQILJXUDWLRQ�JXLGH�

�� 5HJXODU�VWDWXV�UHSRUWV�WR�XSSHU�PDQDJHPHQW�GRFXPHQWLQJ�RYHUDOO�VHFXULW\�SRVWXUH�

�
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&RQFOXVLRQV�

2:$63�KDV�DVVHPEOHG�WKLV�OLVW�WR�UDLVH�DZDUHQHVV�DERXW�ZHE�DSSOLFDWLRQ�VHFXULW\��7KH�H[SHUWV�DW�2:$63�KDYH�FRQFOXGHG�
WKDW�WKHVH�YXOQHUDELOLWLHV�UHSUHVHQW�D�VHULRXV�ULVN�WR�DJHQFLHV�DQG�FRPSDQLHV�WKDW�KDYH�H[SRVHG�WKHLU�EXVLQHVV�ORJLF�WR�WKH�
,QWHUQHW��:HE�DSSOLFDWLRQ�VHFXULW\�SUREOHPV�DUH�DV�VHULRXV�DV�QHWZRUN�VHFXULW\�SUREOHPV��DOWKRXJK�WKH\�KDYH�WUDGLWLRQDOO\�
UHFHLYHG�FRQVLGHUDEO\�OHVV�DWWHQWLRQ��$WWDFNHUV�KDYH�EHJXQ�WR�IRFXV�RQ�ZHE�DSSOLFDWLRQ�VHFXULW\�SUREOHPV��DQG�DUH�DFWLYHO\�
GHYHORSLQJ�WRROV�DQG�WHFKQLTXHV�IRU�GHWHFWLQJ�DQG�H[SORLWLQJ�WKHP���

7KLV�7RS�7HQ�OLVW�LV�RQO\�D�VWDUWLQJ�SRLQW��:H�EHOLHYH�WKDW�WKHVH�IODZV�UHSUHVHQW�WKH�PRVW�VHULRXV�ULVNV�WR�ZHE�DSSOLFDWLRQ�
VHFXULW\��EXW�WKHUH�DUH�PDQ\�RWKHU�VHFXULW\�FULWLFDO�DUHDV�WKDW�ZHUH�FRQVLGHUHG�IRU�WKH�OLVW�DQG�DOVR�UHSUHVHQW�VLJQLILFDQW�ULVN�WR�
RUJDQL]DWLRQV�GHSOR\LQJ�ZHE�DSSOLFDWLRQV��7KHVH�LQFOXGH�IODZV�LQ�WKH�DUHDV�RI��

�� 8QQHFHVVDU\�DQG�0DOLFLRXV�&RGH�

�� %URNHQ�7KUHDG�6DIHW\�DQG�&RQFXUUHQW�3URJUDPPLQJ�

�� 8QDXWKRUL]HG�,QIRUPDWLRQ�*DWKHULQJ�

�� $FFRXQWDELOLW\�3UREOHPV�DQG�:HDN�/RJJLQJ�

�� 'DWD�&RUUXSWLRQ�

�� %URNHQ�&DFKLQJ��3RROLQJ��DQG�5HXVH�

�

:H�ZHOFRPH�\RXU�IHHGEDFN�RQ�WKLV�7RS�7HQ�OLVW��3OHDVH�SDUWLFLSDWH�LQ�WKH�2:$63�PDLOLQJ�OLVWV�DQG�KHOS�WR�LPSURYH�ZHE�
DSSOLFDWLRQ�VHFXULW\��9LVLW�KWWS���ZZZ�RZDVS�RUJ�WR�JHW�VWDUWHG��

�


